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Abstract— We propose a new probabilistic temporal logidLTL — automation: while the steady state of a system can be detedmi
which captures properties of systems whose state can be repr simply by the structure of the Markov process governing its
sented byprobability mass functions (pmf's). Using iLTL, we can  transitions, transient states depends on numerous pessitial
specify reachability to a state (i.e., a pmf), as well as pragties conditions. Nonetheless, it is often necessary to analyee t

representing the aggregate (expected) behavior of a systee . A . .
then consider a class of systems whose transitions are gomed ~lransient state of a system. The intuition behind undedstan

by a Markov Chain—in this case, the set of states a system maythe importance of transient analysis is as follows. Obs¢ine

be in is specified by the transitions of pmf’s from all potental the normal function of a system may be represented by its
initial states to the final state. We then provide a model chddng  steady state, while transient states occur during petiiorzato a
algorithm to check iLTL properties of such systems. Unlike system. We conjecture thanhomalousbehaviors are more likely
existing model checking techniques, which either computehe 1 ccyr in the course of perturbations to a system than gurin
portions of the computational paths that satisfy a specificgon, its normal operations. In fact, there are systems in whiah th

or evaluate properties along a single path of pmf transitiors, our . . . . )
model checking technique enables us to do a complete analysin  Study of transient states is of primary interest. For exampt

the expected behaviors of large scale systems. Desirablesgm Pharmacokineticsn the states of a system during the time when
parameters may also be found as a counterexample of a negatedthe drug is still being actively metabolized, i.e., durimgnsient
goal. Finally, we illustrate the usefulness of iLTL model clecking states when the drug concentration levels are changing.
by means of two example;:_ass_essing software reliability,nd We propose a probabilistic temporal logic callddrL and
ensuring the results of administering a drug. provide a model checking algorithm for iLTL formulas whereth
system meets certain requiremehtSpecifically, one can specify
[. INTRODUCTION properties of the transitions gfobability mass functionfpmf’s)

Markov processes have long been used as a probabiliéf' ing ILTL. We providg anew moqlel checking algorithm .WhiCh
model for real world systems in a nhumber of disciplines sugh gllows us to chegk the 'LT.L properties of systems whose behav
economics, biology, chemistry, and engineering. The ity is governed byDiscrete Time Markov ChainDTMCs). Recall

. at model checking is a state exploration technique; oudeho
e o o Checkig aorm chcks a0 spcicaion S
ing probability distribution property The memoryless property, all pmf's starting from each possible initial pmf.
often referred to simply as th®larkov property simplifies the To the best of ou_r_knowledge, no oth_er te_ch_nlque h,as_ a@t@mpte
computation of the future probability distributions ovhetpossi- to check pmf _transmons from all p_OSS|bIe initial pmfs. IB%ng
ble concrete statesf a systent. The unique limiting probability approache_s either a_n_aly;e the portions of computahorth_*sphat
distribution property simplifies theteady state analysisf a sys- Sausfy a given specification [16], [2] or they analyze a Brgath
tem. Based on these two properties, many useful appliGatén corresponding to the pmf transitions from a given initialf8j.
steady state analysis have been carried out: queuing syt&h Observe that the transitions of a pmf for a Markov process are

the performance analysis of communication protocols [EH]], !inear,_ _rather to branching. In other W‘_”F’Sz given an ihi_p'mf,
and the reliability analysis of software systems [32]. its trailing pmf predictions are deterministic. Checkingsiagle

Compared to steady state analysiansient state analysibas linear path might be relatively straightforward; what makeTL

drawn relatively less attention. We believe this is partbcause model checking useful is that it evaluates on pmf transitifsom

transient state analysis isfiditult without the aid of computer all possible initial pm,f_s' .
Because pmf transitions of Markov processes are linearttand
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intuitive in its interpretation over linear paths. Howevitiere are properties of concurrent systems. Of these, CTL* is the most
differences between LTL and iLTL: the states and the compuixpressive: it allows an unrestricted use of temporal dpesa
tional paths of LTL are the concrete states of the model aeu thand path quantifiers. CTL is a restricted form of CTL* in which
seqguences, whereas the states whose properties are népdesevery temporal operator is prefixed with a path quantifieceBee

by iLTL are the pmf's generated by the pmf transitions. Asf the restriction on temporal operators, the truth valueath
mentioned earlier, each pmf represents a probabilisticillision subformula can be recursively determined at the nodes of the
over the concrete states of a system. Kripke structure, which leads to arffieient, polynomial time

The atomic propositions of iLTL are equalities or inequetit model checking algorithm. LTL is another restricted form of
aboutexpectedewards. Each equality defines a hyperplane, a@TL*; LTL does not allow any path quantifiers except for an
each inequality defines a half space in the pmf space. Bydakimplicit universal path quantifier at the root of the speeifion.
the intersections of these subspaces, one can specify @xcorWhus, LTL specifies properties that are true for all paths of
region, and by taking unions or complements of the convex Kripke structure. However, unlike CTL, there is nfii@ent
regions, one can specify arbitrary regions in the pmf spageolynomial time algorithm for LTL model checking.

Moreover, iLTL's temporal operators enable one to speciiwh If we add probability to a Kripke structure, then there are
these regions should change over time. In the model checkip@babilistic extensions to the temporal logic, such as P{1®],
process, the regions in a future pmf spaces are transformied iPCTL* [3], and Continuous Stochastic Logi¢CSL) [4], [20].
their corresponding regions in the initial pmf space usinganal  These logic replace the universal or the existential patmtifiers
form. Observe that the nondeterminism in the choice of initiaf pnof the traditional temporal logic with the probability oftisdac-
hasuncountablymany choices. These uncountably many choicg®n or the probability of a violation. That is, these logigild a
in the initial pmf’s are resolved by the feasibility cheofinf the probability space on the set of all computational paths asiba
regions in the collapsed time frame. a probability measure to the events of paths that satisfy eac

iLTL model checking enables new forms of system analysiibformula of the specification. The path quantifiers of CTitl a
that are not possible using existing approaches. SpetjfidalL ~ CTL* are replaced with comparisons about the probabilitgt th
provides three advantages over current analysis methods:  the subformula will be satisfied.

1) The iLTL specification on pmf transitions enables analgdi  |n PCTL-like logics, probabilities do not represent theelik
large-scale systems. Suppose that there is a system of Hé8 nqood that a process is in a certaitate rather the likelihood that
each of which has 3 possible states. This system Higdlobal) 4 computational patrsatisfies a given specification. Consider a
concrete states, a number making it impossible to even enaene simple example. Suppose a probabilistic automatbrronsists
the concrete states. For such systems, iLTL allows us toifgpecyf two statesA and B; in each state it moves to other state
properties based on statistical abstractions. For exantfle can  with probability 1. In a PCTL-like logic, a specification &khe
be used to specify requirements for availability, relisilenergy probability of M being in A state is always larger than 0.B
consumption, etc. false, because on each step of a pdtichanges state: B[ = A

2) Our model checking algorithm for iLTL specifications cove js either 0 or 1. Now, suppose that there are 100 processs suc
all initial states to the final steady state, providing coet@! that initially 50 of them are in staté and the other 50 are
ness in system analysis. By way of contrast, simulation dasg stateB. Now 50% of processes are always of the processes
analysis techniques such as Monte Carlo simulations [5] @9 the stateA. Thus, it is reasonable to assert that depending
not guarantee the nonexistence of a counterexample. 8ynilapn the initial probability distribution, the specificatianay be
analysis techniques based on a single initial state do mvid® satisfiable. To specify this property in a PCTL-like logicew
completeness. In particular, using these existing tectsigone have to represent the transitions of multiple processesutigig
cannot completely evaluate systems whose state estimeges 2 Cartesian product consisting of multiple Markov processe

given as interval estimates. However, the resulting state space grows exponentiallyhi t
3) Using our model checking algorithm, users can not onlyumber of processes.
check thesatisfiability of the specification, they can alsmm- Two approaches to address the above state explosion problem

pute desirable parameter3he counterexample generated by OUfand save storage) are lumping symmetric states [8], amd) @i
model checking is an initial pmf which violates a specifioati ficient data structures such as Multi-valued Decision Diagf30]
Thus, by checking for.count.er.e_xamples to the negatiop ofed, gOsr Matrix Diagram [11]. Even with these approaches, sp&gify
one can compute desirable initial pmf's. For example, indh& e statistical properties of very large state space sysiemot
administration case study (Section VI-B), we compute tr@rde  aciable. For example, the concentration levels of a drug a
dose as a counterexample of a negated goal. different organs changes as the drug molecules moves from one
~ The iLTL model checking tool,iLTLChecker [1], [22], rgan to another. Because each drug molecule can be modeled a
is available fromhttp://osl.cs.uiuc.edu/"ykwond/cgi/ 4 pTMC, millions of them will define a system where the total
ilTL.html. number of (global) states is the number of local states datiee
its millionth power.
II. Recarep Works Constructing a DTMC orContinuous Time Markov Chain

The concurrent systems are often modeled by a labeled tr#6TMC) models for the real system could be challenging, es-
sition system calledKripke structure [18]; the computational pecially when the system states have complex interactions.
paths of a Kripke structure result from nondeterministioichs approach to construct such a probabilistic model from abstte-
inherent in a concurrent execution. Temporal logics sudtiresar  scriptions about the system &ochastic PEPA9]. In Stochastic
Temporal Logic (LTL) [27], [17], Computational Tree Logic PEPA, the system behaviors are described by a process algebr
(CTL) [12], and CTL* [13] have been developed to describe thi@a which actions have been extended with their rates. Frdm th



description, a CTMC can be obtained on which an ODE bas@&tie probability vector functionx corresponds to the compu-
guantitative evaluation is possible. In [9] this method ppleed tational path of classical LTL which at timeis in the state

to a cell biology problem. However, the analysis carriedanly represented by the pmf vectg(t). Using the probability vector
from a specified state. We believe, iLTL could provide anghsi function, we can rewrite the prediction equation

about a system because it analyzes behavior from all pessibl N

initial states.

The Markov model of a real systems can be obtained t?x(t) =sl = JZ:;P[X(t) = SIXt-1=s]-PXE-1)=s]
sampling the system. For example, in [23], we estimatedd a
DTMC from the samples of &Vireless Sensor Netwoi)VSN) concisely as follows:
consisting of 90 nodes and measuring its behavior. iLTL hssb
used for the quantitative evaluations of two sorts: theqrarénce Xt) = M-x(t-1) = M"-x(0). (2
of WSNs [23], [29], and the reliability of software systen®].

Two important extensions of iLTL have been defined: insplrgd ~ BecauseM is a probability transition matrix, its elements are
how state is handled in iLTL, theinear Spatial-Superposition Non-negative, the sum of each column adds up to one, and the
Logic is a logic used to specify and reason about properti@@solute values of its eigenvalues are not larger than 1. The
of Cardiac Myocytes[15]. Another extension to iLTLLinear condition about the column sum ensures that 1 is an eigemdlu
Tempora] Logic for Contro|(|_'|'|_C), enables us to Specify the all prObablllty transition matrices: the matrM -1 is a Singular
properties ofyeneral linear system@5]: here the pmf transitions Matrix because the sum of all row vectors is the zero vectdy. [3

of a Markov chain can be regarded as a homogeneous outpuBuppose that the probability matri is diagonalizablé such

of a linear system with zero external input. LTLC allows fnitthatM = P - A - P71, Then, we can easily computd' asP -
sequence of inputs to be used in model checking. The exterddl- P~X. Observe that\' is a diagonal matrix oft!, where 4;

input in LTLC specifications accounts for nondeterminisratthis the i" diagonal element ofA. Similarly, e = P-e* - P2,

the DTMC models of iLTL do not have. where e* is a diagonal matrix ofe!. Because lim,. 4! = 0
if |4| < 1, the limiting pmf x(c0) is determined solely by the
lll. M arkov CHAIN MODEL columns ofP that correspond to the eigenvalue 1. Suppose that

We first defineDiscrete Time Markov ChailDTMC) models there is an eigenvalug # 1 such thatl| = 1. Then, because
and briefly describe some of their relevant properties. Vém th4' changes phases without being diminisheds an oscillating
define theMarkov Reward Mode(MRM). The atomic proposi- mode that prevents(t) from converging to a limiting pmf. Note
tions of iLTL involve comparisons oéxpected rewardbased on that if more than one eigenvalue is equal to 1, the limiting fEm

this model. not unique. For example, &l = 2 é andM’ = é 2 ]r
A. Discrete Time Markov Chain Model Then, for anyp € [0, 1], M alternates pmf’s betweemp[1 — p]

and [1- p, p]" forever, because it has an eigenvaluk. Also,
Let S be a countable set of states and ®t (Q,F,P) be a becauseM’ has two eigenvalues of 1, for any € [0,1], the

- . o o
probability space, wher@ is a sample description spacé.c 2 pmf [p,1 - p]” can be a limiting pmf. However, if the absolute

'S a Borelc;[;‘!eld (t)f ?r\(ents,\,/lankd Pg:h_.) [o_i_b]cl:s a pr?babtllhty values of all eigenvalues is strictly less than 1 except fier 1,
measure. ADiscrete Time Markov ChaiD ) is a function the DTMC has a unique limiting pm.

X NxQ — S satisfying the following memoryless property [31]: It should be noted that some systems are more naturally

PX(@t) =s | X(t-1) = s-1,...,X(0) = 5] represented byContinuous Time Markov Chaind-ortunately
= PIX(t) = s | X(t-1) = s.1], conversions between DTMCs and CTMCs are possible; the
discrete sequence of pmfs(t) with t € N can be obtained
where PK(t) = 5] stands for ¢ € Q : X(t,{) = s}). ADTMC  py periodically sampling the continuous pmf transitions af
X:NxQ — S may be represented bylabeled directed graph cTMmC. This conversion is useful when building a bigger syste
called aState Transition Diagran{STD), where: by combining multiple subsystems [26]. However, DTMCs with
. the nodes of the graph represent the st&ellote that by different sampling periods cannot be combined directly. There a
state here, we refer to the concrete state of an element in tbehniques, such as Stochastic PEPA [9], that can build aCTM
system. out of abstract descriptions of a system. Supp&®&) is a STD
« the directed edges of the graph represent possible t@msiti of a CTMC, whereR is a rate matrix such that
from the state labeled with the conditional probabilitiéshe
corresponding transition [36]. Thus there is an ef@g s) ix(r) = R-x(r), 7€R.
if PIX(t) = s | X(t — 1) = sj] # O}. dr
In this paper, we represent the STIx for a Markov procesX By solving the diferential equation, we ge(r) = e*7-x(0). Thus,
by a tuple: the discrete sequenodT - t) can be obtained from the DTMC
Tx = (S, M), whose STD is §. eRT), whereT is a sampling period. The main
challenge is pick an appropriate sampling period.
whereS = {s;,..., s} is a set of states anld € R™" is a proba-
bility transition matrix such thab;; = PX() = |X(t - 1) = sj]. 4The matrices that are not diagonalizable are cablefective matrices;

To simplify the explanation, we define probability vector they |ack the full set of independent eigenvectors. Howethes full set of
functionx : N > R™! such that eigenvectors can be easily recovered by slightly changimgnatrix [37].
Because of the continuous nature of probabilities, a siganhge in the matrix

X(t) = [PX({t) =s] --- PXt) =s1]]". (1) has a negligible féect on behavior.



B. Multiple Discrete Time Markov Chain Model later in this section, many interesting properties can lessed

When evaluating the performances of a system, we oftéh MRM. )
compare the system against one or more reference systemdVe represent a Markov reward model as a tripggM.r),
For this comparison, we need to model parallel pmf transitiowhere 6, M) is a STD of a DTMC andr : S —» R is a
of multiple systems. Fortunately, such parallel behavicam reward function. We extend the definition of MRM to the mukip

be simply modeled by taking a disjoint union of the multipl@TMC model by takingS as the domain ofr. Becauser is
DTMCs. defined across the states of individual DTMCs, we can compare

A multiple DTMC model is a set of DTMCs. Suppose thaflifferent DTMCs together. In this paper, we consider only the
there is a set oh DTMCs {X®, ..., XM}, whereX® is a DTMC time invariant rewards which can be represented by a canstan

with 7o = (SO, M®) for i = 1,..., n. If we assume that the set’OW Vectorr & Rl as follows:
of statesS® are disjoint (S® NS = ¢ if i # j) then we can o \foric 1 s
use the STD representation of the single DTMC for the mutipl o= r(s)fori=1....18I
DTMC model M as well: 7y = (S,M), where

M® 0 n _

S=sWy...usM, M= , EFI®D = > > r(9-PXO®M) =9 = r-x().
0 M(n) i=1 seS0)

The atomic propositions of iLTL are comparisons between the

In fact, M can be regarded as a DTMC and can benefit from the . . .
useful results of DTMC theories. The block diagonal matvix expected rewards. Many interesting properties about DTS

. - - - N be expressed in this form. For example, comparisons betiwaen
is a probability transition matrix because each elementois- n . ;

. - robabilities can be written as follows:
negative and each column adds up to one. However, this matfix

The expected reward at tintecan be written as

does not transfer a single pmf; it transfers an array of pmf’s PIXO) = 5] > PIXD(t) = )] < E[r](t) >0
With this fact in mind, we extend the definition of the probpi
vector functionx : N — RS*! as follows wherer(s;) = 1, r(s) = -1, andr(s) = 0 for the other states.
) = [x(l) ... X" (t)T]T ' Future probabilities can also be expressed as an expecetadde
K K
Observe thatx(t) is not a pmf: its sum adds up to and PXY(t) = 5] = Zr(sj)P[X()(O): sj], wherer(s)) = (Mt)ij'
it is structured such that the partial sums corresponding to Si€S

each individual probability vector add up to one. The exéehd  \yhen evaluating the performances of Markov processes; accu
probability vector functiorx defines the parallel pmf transitionsy,yjated rewards are often computed. For example, we may be
of individual DTMCs, and its value at timeis a snapshot of jnterested in the expected total energy required to commet

the parallel systems; the extendrcdand x(t) correspond to the application. Because accumulated rewards are frequesty,u
computational path and the state of the classical LTL. Wil t \ye define a special operat@ such that:

extended definition, the prediction Equation (2) still refdr the
multiple DTMC model:

xt) = Mi-x(0). 3)

Because we extensively use the eigenvalues and the eigen¥h this operator, the accumulated expected rewards can be
tors ofM andM®, we index them by their absolute values so thftxPressed as simply as
we can easily reference them: we name the eigenvalukk'bés w
AD,...,aQ, such thatal| > --- > 43, | and the eigenvalues of DY PX@D =9 = > 1(9 QXM =9
M as Ai,..., A5 where |21 > --- > |4gl. We also designate =t %S S
the (%OmmonA eigenvalue 1 of all Markov probab.ility MatriCeRipte that the sum does not always exist. If the reward vector
as 4, for M(I) ang Az, ..., A for M. We (Sa" the eigenvectors ;g o orthogonal to the limiting state vectefwo), then the sum
corresponding tola” and 4,, respectivelyya” andva diverges. Thus, in this paper we restrict the useQobperator
Observe(.)that/\/( has a unique limiting state ifnal < 1 g the cases where - x(o) = 0. Given this restriction, the
becauselty| < 1 for i = 1,....n, each individual DTMC accymulated reward can be expressed as an expected reward as
X has a unique limiting pmk®(e) = ¢ - v, whereg, follows: Let P- A - Pt be a diagonalization of the probability

. l!
0 i . o i !
1/(Z|J-S:1I Vg)j)- Thus, the unique limiting state o# is x(co) matrix M € RS*S and letr be a reward vector such that

QXM =9 = > PX@)=4.
7=t

[XD(o0)T, ..., xMW(c0)T]T. r - X(e0) = 0. Then,
C. Markov Reward Model Zr -X(r) = (r-Q)-x(t), where
A Markov Reward Model(MRM) is a Markov chain ex- =t 0
tended with areward functionthat associates reward values with S(41)
states [10]. The reward associated with a state can be esjard Q = P P
as an earned value when a process visits that state. As we show 0 S(As)
5 . . . . . A ifa£1
This assumptions can be easily achieved by renaming, usish hames, s(1) = -4 !
the states whose names clash. ' 0 otherwise.



Because is orthogonal to the steady state vector, we can safelshere MY);, is_the it row of M. Let X' : N — R(SFDX1 pe
replace the summation fa = 1 with 0. TheQ operator can also X'(t) = [x(t)T, 1] , and letX be a DTMC of M, then
be defined as an expected reward as follows:

S erm(K, 1) - X'(0) = { PIX() = K
QIX() =s] = ZQ” -PIX(t) = si]. Nierm(k, 1) - X'(0) Kk
=1

if keS
if ke R.

, , Let ap be the atomic propositiony:™, r; - PXO(t;) = k] > ¢,
In case of transient states, whereXRp) = s] = 0, we can write then the functiomey,: AP — RXX(SH1) \Wwhich converts thexps

e PIX() = s] = QIX(1) = s. of ap to a reward vector is defined as:
IV. ILTL: A ProBasiLisTic TEMPORAL Locic Nexdap) = (Zm: ri - Nierm(K t)) Nierm(C, 0)
ex| - i term! s U — term\%, .
We now describe the syntax and the semantics of iLTL. As i=1

mentioned earlier, iLTL has the same logical and temporak-op
ators as LTL, but its specifications are over states that mfésp
whereas states in LTL are elements of a Kripke structureadn f m .
in an LTL for a DTMC, states would correspond to what we called Z ri- P[X(')(ti) =k]~c

concrete states. Note that the cardinality of the pmf stptee i=1

is uncountable The atomic propositions of iLTL are comparisons L ) S

between expected rewards; their values are evaluated edede < Nexp Z ri - PIXP(6) = kil = c” |- x(0) > 0.

in the pmf space (instead of being predefined as in LTL). We =t

define anormal formof atomic propositions. Using the normal The extra dimension in the extended state vestoand the
form enables us to transform atomic propositions aboutréutuconversion functiomem can be naturally introduced by adding

With ney, the following holds:

pmf’s into atomic propositions about the initial pmf’s. a single state DTMC toM such that7y, = (SuU({s},M’),
whereM’ = [ '\(/)I (iJ ands is a fresh state. Because the extra
A. Syntax _ _ dimension inngm andx’ can be explained by a multiple DTMC
The syntax of an iLTL formulay is as follows: model, we drop the prime mark when it is obvious from the
context.
= T]|F|a
v | Flapl(y)] We define the functiom : APx N — RUS*Ux! tg introduce
RACAR AT ZN AL g AL the time index into the conversion as follows:
Xy lyUyly Ry OOy .
ap ::= expm exp n@pt) = negdap - -M".
exp :1i= mexp mexp+exp| mexp-exp With the conversion function, the following holds.
mexp ::= num|term|num-term "
term ::= pogdproc = statq | pod proc(nat) = statg Z ri-PIXOt+t)=k]wc
pop ::= PJ|Q i=1 .
o = <lgl=lz0> B nexp(“Zn-P[xm(ti) = K] NC”]'X(» 0
whereproc is a DTMC, stateis its state,numis a real number, mi:1
and nat is a natural number. Iterm we introduce a time o n “Zri'P[X(i)(ti) —k]mc, t | x(0)mO0.
offset in the syntaxpogprocnat) = statd, to refer to future ~

probabilities. Because th@ operator can be expressed as a o
Markov reward form, with a little abuse of notation, we writéOPserve that the reward vector of the second line is evaluate
“3ri-PXO(t) = k] » ¢’ as a representative syntax for the atomi@t the state at timeé, and the reward vector of the third line is

propositionsap. We call the set of all atomic propositionsP. evaluat_ed_ at_t_he initial state. Using the no_rmal form, weveon
the satisfiability problems ok(t) for t > 0 into those ofx(0).

That is, after this conversion, we can disregard the prdibabi
transition dynamics of DTMCs in the model checking process.
Before we explain the semantics of iLTL, we define the Finally, we define a conversion functian: APx N — AP that

normal formof atomic propositions. In the normal form, atomicconverts arap to its normal form. Using tha notation,
propositions about future pmf’s are converted to prediatsout
initial pmf’s. The conversion is explained by helper funcis a(ap,t) = A4z. (n(apt)-z=0)
Nerm: Nexp @Nd n that compute expected reward vectors, and ) _
and ase; that convert atomic propositions to their normal forms.Wherez is an array of pmf's. We also defirge : 2P XN -
Let M be a multiple DTMC model witt7y = (S, M), then 2AP so.t_hat the normalization can be applied to a set of atomic
constants and probabilities with timefsets are converted to aPropositions
reward vector bynerm : (SUR) x N —» R>(S¥D defined as

[(MY), O] ifkeSiss
[0 K] if ke R, and writeased A, t)(2) for Aapeaa(@pt) - z.

B. Normal Form

ase(Al) = fa(@pt):apeAj
Nterm(K; t)



MzE T Before we explain the details of the model checking algorith

M,z F ) we examine a simple model checking example here. This simpli
Mz ini-PXO®) = k] = c” fied example explains the key ideas of the iLTL model checking
& Nexd* Tiri-PXO(t) = k] » ¢’ -z 0 algorithm.

MzE-~vw o MzEy Example 1: Let M be a DTMC with7y = ({A, B}, M), where

MzEyAy o MzEyandM,zE ¢ 05 0

MzEYyVY © MzeEyorMzE¢ M = [0'5 1].

MzEXY e MM-zEy _ ’

M,zEyU¢ <o thereisj > 0suchthaM,M!-z[ ¢ M has a sink statB, and on every step the probabilityNR(t) = A]
andM,M' .z yfori=0,...,j-1 is halved. Suppose that we want to know whethevi@g] = B] >

MzEyR¢ & forallix>0if MM -zt y for 0.8 within two steps if PM(0) = A] > 0.9 initially.
O<j<ithenM,M'-zE ¢. To explain the problem, suppose we have the atomic proposi-

tions: follows.

a:PM=A]>09 b:P[M=B]>08, b :P[M=B] <08

Fig. 1. Ternary satisfaction relatioa: whether the modeM with 7 =
(S, M) satisfies the specification at a state

) Let an iLTL formulay bea — (bv Xb Vv XXb). Then, the

C. Semantics problem is checking whethe¥ |= y. BecauseM k y if and only

An iLTL formula comprises atomic propositions, logical eonif M,z [ y for all initial pmf's z, we find an initial pmfz such
nectives,—, v, A, —, <, and temporal connectives, U, R, thatM,z E -y is a counterexample. The negated specification
o, ¢ . An atomic proposition of iLTL is a comparison betweeny is aA b A X b A XX Db'. We can write it in the following
the expected rewards. The meaning of an atomic propositionvactor form, which is the normal form except for the placetud t
any given timet is whether the comparison at the time satisfiegonstant term:
the usual meaning ok. In the normal form, this comparisonis  [107]-z> 0.9 A [01]-z<08 A
transformed to a comparison about expected rewards atitt#in =~ [01].-M.z<08 A [01]-M2.2<08,
time step. o

The meaning of logical operators is as followsy is true if Wherez=[P[M(0) = A, P[M(0) = B]]. Any pmf z that satisfies
and only ify is false;y v ¢ is true if and only ify or ¢ are true; the four constraints is a counterexample we are seeking. In
andy A ¢ is true if and only ify and¢ are both true. Implies-¢) ~Summary,
is defined asy - ¢ & -y Vv ¢ and equivalent ) is defined MEy o

asyod o WP =) [10]-z=0A [01]-z=0A

The meaning of temporal operators is as folloWs. is true if [11] -z _ 1A [10] 2 ; 09 A
and only if ¢ is true at the next stepy U ¢ is true if and only zeR?: [01]-2<08 A [051]-z<.08/\ =0,
if ¢ eventually becomes true and ungilbecomes trug is true; [0.25 1 ]-_z < 08 . <0.

¥ R¢ is true if and only if¢ is true whiley is false. The other
operators can be defined in terms of thesey is true if y is and any feasible is a counterexample. Checking the emptiness
alwaystrue, which is equivalent toF Ry; and ¢ ¢ is true if y  Of the constraint set can be done by linear programming [28].
eventuallybecomes true, which is equivalent © U y. In general, iLTL model checking involves a series of fedsibi
Formally, the semantics of iLTL formulas is defined by a bjnarchecking.
satisfaction relatior= ¢ M x ¢. In order to help explain the Observe that regardless of the initial pmf, there is a unique
binary satisfaction relatiof=, we define an overloaded ternarylimiting pmf: on every step the probability Fl(t) = A] is halved
satisfaction relatio= ¢ M x RSl x ¢ which is described in and eventually the probability becomes zero. Hence, thgueni
Figure 1. For simplicity, we writeM £ y for (M,y) € | and limiting pmf is [ 0 1 J'; eventually the atomic propositioa
M, zE ¢ for (M, z,¢) €. becomes false andbecomes true. In fact, the longest durateon
The ternary satisfaction relation is about a single pathith is true is a single step when F[0) = A] = 1. From the second
x(0) = z: whether the state transitions from the given initiaptep it becomes false. Also, the longest durabas false is three
state satisfy the iLTL formula. Using the definition of thertary ~steps when BI(0) = B] = 0: P[M(0) = B] = 0, PM(1) = B] =
satisfaction relation, the binary satisfaction relatieris defined 0.5, PM(2) = B] = 0.75, and PM(3) = B] = 0.875. In this paper,
as: we derive the minimum stel such that all atomic propositions

o in a given iLTL formula become constants.
MEYy © M,zE y for all initial statez. -

The binary satisfaction relation is about all patidd:is a model ~ AS shown in the above example, iLTL model checking process

of y if and only if all pathsx starting from every initial state Works as follows: given an iLTL specification and a multiple
satisfyy. DTMC model, we compute a search dephand build a Buchi

automaton for the negated specification. Then, we look for a

V. MobEL CHECKING feasible path of lengtiN in the Bichi automaton.

We present two iLTL model checking algorithms: (1) an _
intuitive algorithm based omisjunctive Normal Form(DNF), A. Computation of Search Depth
and (2) a more ficient algorithm based on a Biichi automaton. We now derive the minimum time stébfrom which all atomic
We also prove the soundness of iLTL model checking and fiqpmopositions of a given iLTL formula become constants. If al
the conditions under which iLTL model checking is complete. atomic propositions become constants, then we can imnedgiat
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determine the truth values &f U andR formulas, which leads \

to an algorithm in the next section that removes all temporal 25
operators from iLTL formula.
Theorem 1: Given an iLTL formulay and a multiple DTMC 2r upper bound

model M of n individual DTMCs such thafy, = (S, M), if

— M is diagonalizable (4)
= |dnal < 1,
—  Nex(@p) - X(c0) # 0 for all atomic propositionsp of i,

a*x(infinity)

reward
-

then there is a time std@ from which all atomic propositions of |
W become constants. |

Proof: If the first two conditions of Equation (4) are ‘
satisfied, then the unique final statéo) can be computed. For Al

an atomic propositiorap of i, let § be nexfap) - x(eo), then time step

. . _ _ Fig. 2. The upper and the lower bounds for an expected rewdrel.graph
Nexgl@p) - X() 0 & Nexlap) - (X(t) = x(x0)) > =6 (5) labeled as*x (t) is a-x(t) and the line labeled asx (infinity) is a-X(c).

Note thats in Equation (5) is not zero, burtex(@ap) - (X(t) — x(c0))

converges to zero asincreases. Thus, depending on the com-

parators and the sign o8, the truth value ofip will eventually forever. In most cases, this condition can be satisfied byngdd
be settled on eitharue or false or subtracting a small reward to the atomic propositions.

Now, we find a monotonically decreasing upper bound and aFigure 2 shows an illustration about the bounds of Theorem 1.
monotonically increasing lower bound of.fap) - (x(t) - x(c0)) ~Letan atomic propositiomp be a- x(t) > b. The osci_llating I.ine
that converge toward each other. Thus, when one of the bouridghe graph shows the expected rewardx(t) over time which
becomes-s, the value ofap does not change any more. Letconverges to 1&- x(e0) = 1). The monotonically decreasing
P-A- P! be a diagonalization oM, then the upper and the@nd increasing lines are the upper and the lower bounds of

lower bounds can be found as follows. Equation (6). Note that the truth value ap is changing over
time: false at step 0, true at step 10, false at step 20, aedatru
[nexg@p) - (x(t) = x(c0))| (6) step 30. However from step 39 (when the lower bound migets
Is| ISl onward it is true.
= | -ﬂP[Z Piil'x(o)i]
||_;1|+1 ]_1|5| B. Model Checking as Feasibility Checking
< Z Iril - Al - (Z IPﬁll : |X(0)j|] In this section, we explain how to remove all temporal opesat
i=n+1 =1 from iLTL formulas based on the search depth explained in
S| IS the previous section. After removing the temporal opegattite
< Z Iril‘l/lilt‘m_alxlpﬁll, formula can be converted tBisjunctive Normal Form(DNF)
i=n+1 = whose satisfiability can be checked by examining the feiéyibi

wherer = nef@ap) - P. The outer sum of the second line begin®f each conjunctive subformula as we have seen in Example 1.
from n + 1; the firstn summation corresponds t(co0) and it Let N be the time bound found from Theorem 1, then the value
cancels the(co) of the first line. The last inequality holds becausef iLTL formula for any timet > N can be determined instantly
0<x(0) <1fori=1,...,1S and ¥, x(0) = 1. Thus, the time because:
bound Ny, for ap is:

MO EXy o MO EY, )
MO EYUs o MXWOE 4,

MO EYRe o M) E ¢

IS
. .
Nap = argmmg (lril-rP:alleij1|)~|/li|t<|6|.

teN S

The summation converges to 0 becays¢ < 1 for i = n+ Using Equation (7) and the normalization functiapnwe can
L....ISI, thus the boundN,p exists. The time bound for all remove all temporal operators from an iLTL formula For
atomic propositions of is: example, functionf in Figure 3 removes all temporal operators
N = max Nap. from a given iLTL formula ¢ such thaty and £(4,0) are
ap Of ¢ equivalent. The following theorem proves their equivaéenc

Theorem 2: Given a multiple DTMC modelM and an iLTL
gormula ¥, if the conditions of Equation (4) are satisfied then
MEyYy © ME £(y,0).

Proof: We prove a stronger condition: for amyandt,

The first condition of Equation (4) is used in computing th
search depthN. Although not every matrix is diagonalizable,
the diagonalizability condition can be easily regained lghtly
changing a defective matrix [37]. The second condition isese MxOEY o Mx0)E £s,1).
sary and sfiicient condition for the existence of a unique limiting
state. The last condition prevents the transient oscitlathodes We prove the equivalence by induction on the structural tree
which can keep changing the truth values of atomic progmssti of iLTL formula . The leaf nodes ofy are T, F, or atomic



£, 0 {
if(y is T) return
if(y is F) return
if(y is an AP) return
if(y is (¢)) return
if(y is —¢) return
if(y is ¢V ) return

if(y is ¢ Anp) return
if(y is X¢)
if(t > N) return
else return
if(y is UM
if(t > N) return
else return

if(y is ¢Rn)
if(t =2 N)
else

return
return

}

T

F

ay. 1)

(o,

-~(£(¢, 1))

(£, 1)) v (£, 1)
(£, A (£(7,1))

(¢,
(¢, t+1)

£(7,1)
(£, ) v
( (£(6,0) A (W, t+1)) )

£,
( (£(o, 1)) A (£, 1)) ) V
C £, 0) A EQ,t+1)) )

Fig. 3. Functionf removes all temporal operators from an iLTL formuyla

propositions &p), which are the induction base.

M, x(0) E £(T, 1)
M, x(0) E £(F,1)
M, x(0) E f(ap,t)

The induction hypothesis i3, x(t) E ¢y < M,x(0) E £(y,t)

s MG ET,

s M X({) EF,

& n(apt)-x@0) =0
< n(ap,0)-x(t) =< 0
s M) Eap

[ |

When an iLTL formula is converted to DNF, the number of
conjunctive subterms can grow exponentially in terms of the
search deptiN. For example, the conjunctive formulasmfav b)
have /\t'\‘:0 (a(t) | b(t)), where | is a choice operator. Thus, the
number of conjunctive terms id'2!; for largeN, model checking
becomes practically impossible. However, notice thateheare
many common terms in the conjunctive formulas. If infedjbi
is found in the common terms, then we can skip checking
all the conjunctive formulas with the common terms. For this
computational fficiency, we build a Biichi automaton [7]; the
conjunctive terms are generated by unrolling the structdirtne
Buchi automaton.

C. Biichi Automaton

A Bichi automaton is a finite state automaton that accepts
infinite strings. As regular automata have final states, hBiic
automata havaccepting statethat must be visited infinitely often
for a string to be accepted. For a finite state automaton tepacc
an infinite string, there must be a loop in the automaton.

Formally, a Bichi automaton is a quintupled =
(Z,Q,A, Q% F), whereX is a finite alphabet (¢ in the expand
algorithm), Q is a set of statesA € Q x £ x Q is a transition
relation, Q° € Q is a set of initial states, anB C Q is a set
of accepting states. Let : N — X be an infinite string, then a
run p : N — Q of A over o is a mapping such that(0) € Q°
and p(i), o (i), p(i + 1)) € A. An infinite stringo is accepted by
a Buchi automationA if there is a runo of A over o such that
inf(o) N F # 0, whereinf(p) is a set of states afl that appears
infinitely often inp.

A Buchi automatonA, for an iLTL formula y can be built

for any iLTL formula ¢ and ¢ of heighth or less. Let be a by the expand algorithm so that, accepts those and only those

formula of heighth + 1. Here, we prove only the following four

strings accepted by [14]. While building the Biichi automaton,

cases out of the seven cases of Figure 3. The rest can be pro[‘}‘f?edexpand algorithm manipulates three sets of formiNeey

similarly.

M’ X(O) '= f(_'lp’ t)

& M, x(0) E —-£(y,t)

o M x(O) ¥ £(y,t)
o MXQE) Ey
e M, X(t) E -

« n =y V ¢: by the same sequence of reasoning of the ¢

by the def. off
by the def. of =

by the induction hypothesis

by the def. ofE

n=-y, MXO)E £y v é.t) © Mx(t) Ey Ve

—case 1lt+1<N
M, x(0) E £(X ¢, 1)

o MX0)E f(y,t+1)

o Mxt+1)Ey
o MM-Xt) Ey
o MXE) EXy
—case 2t+1>N

M. x(0) E £(X ¢, 1)
& M. x(0) E £(y.1)
s M) Eyv
o MXE) EXy

o YU

by the def. off

Old, andNextat each node, wherdew has yet to be processed
formulas,Old has already processed consistent formulas Nend
has the formulas that should be satisfied in the next stegr Aft
recursively splitting, transforming, and merging the rmdthe
expand algorithm returns a graph such that the formulasspixc
for the until formulas, inOld state of a node are satisfiable if
there is an infinite path from the node. The satisfiability datil
4Sfmula can be checked using the acceptance conditionseof th

Buchi automaton: the accepting states#f for a formulay U ¢
are the nodeg such thaty € q.Old or y U¢ ¢ q.Old. That is,
an accepting run should eventually satigfhor the formula can
be satisfied without satisfying U ¢. For more details about the

by the induction hypothesiseXpa”d algorithm please see [14].

by the def. of=

by the def. off

by the induction hypothesis

D. Model Checking with Bichi Automaton

In this section, we explain anfficient iLTL model checking
algorithm based on a Bichi automaton. We also prove the
soundness of iLTL model checking and find the conditions unde

by the steady state relation (7) Which iLTL model checking is complete.

Let T be a tree of heighN (the search depth found in Theo-

—case 1t+1 < N: by the same sequence of reasoning as tliem 1), generated by unrolling the graph structure of thehBu

15t case ofy = Xy and by equivalenceU¢ = ¢V (y AX(yUg)),

M.xO) E £y Ug,t) © MX({H) Ey U
—case 2t+1 > N : by the same sequence of reasoning of thef DNF if the acceptance condition fontil formula is considered

24 case ofy = Xy, M,x(0) E f(y U, t) & M, x(t) E yU¢.

automaton for the given formula, then each pathTdirom the
root node to a leaf node can be regarded as a conjunctive f@rmu

additionally. The path to a subtree ®fcan be considered as a



common prefix of all conjunctive terms in the subtree. Beeaus  Proof: (only if) Let o be a string accepted b#i,, then
we are looking for a feasible path as a counterexample, if thigere is a runp over o« such that g(t — 1), L(x(t)),p(t)) € A
constraints collected along the prefix are infeasible, thercan for t > 0. Thus, A2, aseflo(t).-AR t)(X(0)) is true. Because is
skip checking the subtree. an infinite run and#A, has finite number of states, there is a
For simplicity, we define the set of atomic propositions thdbop in p such thato(m) = p(n) andn > m > N. Also, because
needs to be satisfied at a nodeas g.AP = g.0ld n AP. Also, inf(o)NF # 0, p(k) € inf(o) N F for somek € [m, n].
because the time index for a noggl) is O, to reduce the (ify Let x(0) be a feasible vector for the constraint set
confusion, we assume that the index to the runs begins fim A1 as(o(t).ARt). Then, becausex(t) = o«(N) for t > N, the

That is,p : N U {-1} — Q such thatp(-1) € Q°. following run p’ is accepted byA,.
Let a labeling functiori_ : R'Sl — 2P pe
_ , p(t) ift<m
L@z) = {ape AP:a(ap,0)2) is trug, Y = { o(t) otherwise,
wherez € RS is an array of pmf's. The labeling functioh where t'=m+ (t—-m) mod h—m+ 1)
returns a subset AP that is true at the given state. An infinite
string oy : N — 24P generated byM andx is defined as: Thatis,p’ is a stringo(0), . . ., o(m=1)(o(m), ..., p(n—-1))*. Thus,
ox is accepted byA,.

ox() = LX), n

and the language,, generated byM is defined as: Theorem 4: iLTL Model checking is sound.

Proof: If the conditions in Equation (4) are not satisfied,
then iLTL checker aborts model checking. If the conditions i
Let A, be the Biichi automaton of an iLTL formulka built ~Equation (4) are met, iLTL checker returns true if and onlhére

from the expand algorithm [14] and let, be the set of infinite iS N0 Prefixo(0), ..., p(n—1) of a runp for A, that satisfies the
strings accepted byd,. Then M is a model ofy if its behaviors conditions of Equation (8). Hence, because of Theorem 3 iLTL
are within the behaviors corresponding to the specification ~ Model checking is sound.

Ly = Uax for all probability vector function.

MEY o LyucLa,. Theorem 5: If the conditions in Equation (4) are satisfied,
In practice, we check the emptiness of the intersection eetw ILTL model checking is complete.
Lyand Ly ,: Proof: If the conditions in Equation (4) are satisfied, then
we can compute the search depth Let R and R’ be subsets
MEYy & LunLa, =0 of the state ofA-, such thatR ¢ R, then if x is a feasible
If the intersection is not empty, then any striog e £yN Lz, POINt 0f Ager 3se@.AP.N), then x is also a feasible point of
is a counterexample that proved, x(0) b . Nger 8se(d-AP, N). Thus, in order to find a feasible run after index

The models of the classical LTL are Kripke structures, which: We only need to check the shortest run to each loop. Since the
have finite number of states. In the model checking, an inté¥e finite number of loops i, finite number of paths of length
section automaton between the Kripke structure and thehiBudY in A-y, and finite number of shortest paths freifN) to each
automaton for the specification is built and its emptiness 80P, we can check whether there is a prefix of a rutvof, that
checked. However, in iLTL model checking, with its uncountya Satisfies the conditions in Equation (8).
large pmf space, the intersection automaton cannot bercotes. u
Instead, we collect the normal form atomic propositionsrfine ~ As described in Theorem 3, iLTL model checking algorithm
runs of the automaton, and check whether this set of consrailooks for a feasible loop after the search depthThis search
is feasible. The transitions from any feasible vector §atise can be duplicated for many runs. Using the fact that the atomi
atomic propositions in the run. That is, Iptbe an accepting Propositions become constants after stép these redundant
run of the Biichi automaton, then we check whether there issgarches can be eliminated: we build a minimal Bétc Q

probability vector functiorx that satisfies the constraint: that hasU the nodes of the loops aofi, that have at least a
- node inF and that could be cycled hy(x(c0)), andO the nodes
/\ asel p().AP, 0)(X(t)). reachable to the loops Hy(x(c0)). That is, leto(l) - - - p(m) - - - p(N)
=0 be a fragment of a run such thatm) = p(n), p(k) € F for a

-1 . i .
Becausease(p(t). AR O)X(1) © ase(o(®).AR(X(0)), instead of K € [M M), and ALY 8e(o(t)- AP o) is feasible. ThenfF™ is a
finding the functionx itself, we look for its initial statex(0). Minimal set of nodes thf‘t has the nogeh ---p(n) of all such
Also, because (x()) = L(x(N)) for t > N, we can reduce the fragrr?entfl of runs. Withr ;2 strmgax is accepte(i byA, if and
infinite number of conjunctions to a finite number as the follg ™Y If Aizo Bselo(D)-AR D) is feasible angh(N) € F™. o
theorem shows. The time complexity of iLTL model checking is exponential in

Theorem 3: If the conditions in Equation (4) are satisfied, thefl€rms of the search deptd as it examines all paths of length

A, accepts a stringry if and only if there is a rurp such that  Of A-y. However, because we check the feasibility of common
prefixes of the paths together and skip checking the subttbe i

- p(m) =p(n), forn>m=N (8)  prefix is infeasible, model checking usually ends much fashe

—  p(k) € F for somek € [m, n] examples in this paper are checked in less than a minute on a
n-1 Pentium 1ll machine. Also, because iLTL checker does noldbui

- /\ asef(o(t).AR 1) is feasible. the intersection automation of the classical LTL, its autton is

t=0 usually small.
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In order to assess the reliability of the system, we exterd th
system with three states, two of them representing (sutdis3s
Completedstates—one for each scenario, andrimished state.
When the system completes an operation, the control moves to
the Finished state through one of the Completed states.iBut,
there is a failure in a component, control moves directlyhe t
Finished state from the component. Thus, the total accuedila
probability at the Completed states is the reliability of gystem.
Thus, supposeS=0.997 rT=0.992 rL=0.998 andrD=0.992are
the component reliabilities for the Session, the Traneactihe
Logging, and the DataBase components, respectively, then t
DTMC B for the online banking system is:

T8 = (S,M), where
S = {SuTyLu,Du,Cu}U{ShTh,Lb,Db,Cb}uU {Fn},
[ My, O 0
M = 0 My 0|,
'R R 1
[rS-06 T-03 rL-02 rD-03 O
Fig. 4. A state transition diagram for the software relidpiexample. rS-002 rT-05 rL-01 rD-01 O
My = rS-0.05 rT-01 rL-05 rD-01 O |,
VI E rS-0.03 rT-01 rL-02 rD-05 O
_ + EXAMPLE _ | rS-03 0 0 0 0
We provide two case studies to illustrate the usefulnesETdf i ' 1S.03 T-02 rL-02 rD-01 O
model checking (the iLTLChecker model checker is available
. . s rS-01 rT-05 rL-01 rD-01 O
at [1]). The first case study is software reliabilityassessment.
. . . b = rS-01 rT-01 rL-03 rD-03 O |,
This example shows how iLTL model checking can be used
. . . i rS-02 rT-02 rL-04 rD-05 O
to provide guidance in software design. The second example
. O X : | 1IS-03 O 0 0 0
is aboutdrug administration safetyThis example shows how
counterexamples can be used in computing desired parameter R = [ 1-rS 1-rT 1-rL 1-rD 1]

o Note that we have named the states by the first letters of the

A. Case Study: Software Reliability components siixed with either au for the user scenario, or la

The reliability of a software system is the probability that théor the bank scenario.
system can successfully complete its tasks. Because ilityiab As our first example, we check whether the reliability of the
a key software quality metric, many companies use it as theystem is larger than 95% regardless of the scenarios. @bser
software quality gate. With the popularity of the componenhat the reliability of the system depends on the portion sErs
oriented software designs, the reliability of a system itemf in each scenario. This problem can be solved by checking the
computed in terms of its component reliabilities. A systemym following iLTL formula:
be modeled as a Markov chain, where its concrete states@se th

of the software components and its transition probaldlitiee the Y1 a— b, where
relative frequencies of the control transfers between aomapts. a : PB=S4+PB=SH=1,
Such frequencies can be obtained by the operation profiling. b : Q[B=Cu+Q[B=Ch > 095

In [33], Markov chains are extended with failure state to
assess the system reliability; the transition probabditire scaled The initial condition that all processes begin from the &sss
with the reliability of the source component and directegesd state is enforced in the implicatiafm by the premise. In b, the
are added from each component to the failure state labelérd wQ operator sums the accumulated probability at the Completed
1 - reliability of the component. We extend this reliability modebtates, thus measuring the reliability of the system. Thaliéity
with ideas fromscenario based software reliability modg@9]: requirement can be established by checking whethee ;.
we condition the transition probabilities based on usenates. Results of executing the model checker show that the system
To do so, we prepare a DTMC for each scenario and examidlees not meet its reliability specification: if more than194. of
the system reliability in terms of the fractions of users acke the users are in the bank scenario, then the reliabilityss than
scenario. 95%.

We illustrate the application of our approach by using the As a second example, suppose that the DataBase component
example of an online banking system (Figure 4). The system cois not designed to handle more than 10 processes accessing it
prises of four componentsSession Transaction Logging and concurrently, and suppose that the system does an admission
DataBase We define two DTMCs based onfltirent scenarios: control so that up to 100 users can use the system at the same ti
(1) aUser scenariofor user information management scenariohen, it would be reasonable to constrain the system sutththa
such as changing a PIN number, and (2)Bark scenariofor probability of a process being in the DataBase state newragls
bank account management such as transferring balancels. Bbil. Under these assumptions, we can again check whether we
scenarios begin by creating a session in the Session comiponachieve 95% reliability. The following iLTL formula desbes
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c : P[B=Du]+P[B=Db] <0.1.

this requirement:
Dru Rem
Y2 : (aAOc)— b, where
1 1

O c specifies that the probability of a process being in the 1-pSG-psL
DataBase state is always less than 0.1. If this conditioatisfied

for each process and if there are at most 100 users in tharsyste
then the expected number of processes at the DataBase cemipon
is always fewer than 10. Thug, is a specification about the
reliability with this constraint. The model checker showstt

B E y» is true, i.e. the system meets the 95% reliability threshold

1-pLP-pLC

pSG

1-pGL-pGC
1-pPL-pPK P P

B. Case Study: Drug Administration

When we take a pill, it is absorbed from the stomach and the
gut and it delivered to the liver through the portal vein. marthe
liver, the absorbed drug is delivered tafdrent parts of our body
in a bound form with the plasma. The drug then has fiisat on
the target tissue and it is then eliminated from our bodyugho
the liver or the kidney. In Pharmacokinetics, driédpsorption,
Distribution, MetabolismandElimination (ADME) processes are
often explained by the compartment model [34], [35]: orgaith
similar drug absorption characteristics are modeled asra- co
partment and the drug molecules make transitions betwesse thFig: 5. A state transition diagram for the drug administratmodel.
compartments. In the compartment model, the amount of drug
leaving a compartment is proportional to the drug concéotra
of the compartment, thus satisfying the Markovian property We introduce the statRemto describe the specification in

We represent the compartment model as a DTMC such titysical units, such as milligram, and find the dose in ptaysic
each compartment is a state, and the transition probabilie- Units from the model checking results. Note that as far as the
tween the states are the probability that a drug moleculmisng ~ Prediction equation is concerned, a DTMC is a linear systemat
from one compartment to the other during a sampling timegDrus. if we scale the initial state, ignoring the fact that itis array
kinetics is described by the amount of drug or the number wg dr Of pPmf’s, then the trailing states also scale by the same amou
molecules in certain compartments. Due to the large number !B order to scale the pmf’s we introduce the non-interactitae
molecules, it might be impossible to model the state of theydr Remif we scale a pmf by, then we put the rest of the probability
as a Cartesian product of all molecule locations. Howeverei 1-Uin theRemstate. For example, le¥f be a DTMC with7y =
model the state of the drug as a pmf that a randomly pickég M), and letM’ be a DTMC with7¢ = (SU{R},M”), where
molecule is in a certain compartment, then the large number Bis @ fresh sink state. Now, suppose thas a counterexample of
molecules will make the pmf an accurate representation ef 1 F OP[D = Kid] < 0.1, then [1-xT, 1-u]" is a counterexample
actual fractions of the drug in certain compartments. of M' | OP[D =Kid] < 0.1-u for any 0< u < 1. Thus, we

A drug is active if more than a certain level of the drug i§€an use the physical units in model checking. In FigurRémis
concentrated at the target tissue, and the drug taKesteif introduced as the non-interacting sink node, and then itagdd
the active state is maintained for a certain duration. Hawnev !0 the other sink stat€lr in order to ensure that the model has
because the drug concentration is decreasing expongraislit @ unique final state.
is metabolized, it is not desirable to increase the dose deror We build the Markov chain model assuming that the sampling
to increase the active duration of the drug, especially foigsl period is 30 (min). The transition probabilities during angging
with fast clearance rates. Also, certain drugs are toxicames period are as follows: 30% of the drug in the stomach moves to
organs, so drug dosage should be limited. A well known way tbe gut (pSG), 1% of the drug in the gut clears without being
increase a drug’s active duration is to coat the drug so tsat &bsorbed (pGC), 30% of the drug is absorbed from the stomach
absorption rate is reduced. However, this will also delayfirst (pSL) and the same portion of the drug is absorbed from the gut
drug dfect. Thus, a mixed use of coated and uncoated drugs i§0&L). To distinguish the absorption rates of the coated dnud
common practice. In our approach, we model the drug absorptithe uncoated drug we fixed them withc for the coated drug
process using a multiple DTMC model in order to find a dose Bndu for the uncoated drug. The absorption rates for the coated
iLTL model checking. Specifically, we model the behaviorghaf drug are dropped by 90% in the stomach (pSQ.d:pSLu) and
coated and the uncoated drugs in twietient Markov chains and 60% in the gut (pGLe€0.4pSLu). From the liver, 80% of the drug
examine their combinedffects using a multiple DTMC model. is cleared (pLC) during the sampling period and 10% is retdrn

Figure 5 shows a state transition diagram for the drug absotp the plasma (pLP), and from the kidney 80% is cleared (pKC)
tion process. The concrete states in the model are the compand 10% is returned to the plasma (pKP). Also, from the plasma
ments and the status of the drugfo, Gut, Liv, KidandPla are 40% is moved to the liver (pPL) and 40% is moved to the kidney
the representative compartments of the stomach, gut, kidmey, (pPK). Clr is the only absorbing state in the DTMC model that
and plasmabru, Clr, andRemare the drug status: intake, clearedgoes not have any outgoing links.
and remaining. We assume that the drug is active if more than 8 (mg) of

1-pKP-KC
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: # Transiti babiliti . . .
va;SG - 9.3, # Sizzzihlzz Zi: s |LTL specnﬁcaﬂgn blqck follovy; thg model desgrlptlon bloc
pGC = 0.01, # unabsorbed This block begins with aspecification:tag. In this block, an
pSLu = 0.3, # stomach to liver optional list of atomic propositions is defined first and them
pGLu = 0.3, # gut to liver . ifi . is d ibed. | iLTLCheck d ..
pSLc = pSLu*0.1, # stomach to liver when coated iLTL speu ication |_s escribed. In an i ecker desaopt
pGLc = pGLu*0.4, # gut to liver when coated the logical connectives are, /\, \/, ->, <->for -,A,v,—
pLP = 0.1, # liver to plasma ,©, and the temporal connectives axe U, R, [], <> for
pLC = 0.8, # cleared from liver X.U.R.O.O
pKP = 0.1, # return from kidney T e
DKC = 0.8, # cleared from kidney In Figure 6, PP = Dru] + P[D = Renj = 1 means that all the
pPL = 0.4, # plasma to liver uncoated drug is either iDru state or inRemstate. Similarly,
pPK = 0.4 # plasma to kidney P[C = Dru] + P[C = Ren} = 1 means that all the coated drug is
model : either in Dru state or inRemstate. Because the drug Rem
Markov chain D # DTMC for uncoated drug state is cleared directly and does not interact with othetest
has states : . the probabilities R] = Dru] and PP = Dru] are the doses for
{ Dru, Rem, Sto, Gut, Liv, Kid, Pla, Clr},
transits by : the coated and uncoated drug.
[0,0,0, 0, 0, 9, 0, 9; Note that, because subformuld A ic does not have any
8 Upsepsia, 0. o v o temporal operators, it describes an initial condition. Trext
0, 0 pSG,  1-pGLu-pGC, 0, O, 0. 0 subformulaev Xev XXev XXXe states that the drl.Jg.concentration.
®, 0, pSLu, pGLu, 1-pLP-pLC, ®, pPL, 0; at the plasma should be larger than 8 (mg) within 3 steps. This
9, 9,0, 9, 9, 1-pkP-pKC, pPK, 0; subformula is about the fast drugtect. The next subformula
0, 0, 0, 0, pLP,  pKP,  1-pPL-pPK,o; i
0. 1,0, pGC,  pLC.  pKC. O, 1 <>(e/\X_e/\Xxe/\XX)_(e/\XXXXe_/\XXXXXe) specifies a
1, constraint on the duration of the active concentrationlleVhe
Markov chain C  # DTMC for coated drug eventuallyoperator ¢ ) ensures that this condition will occur.
has states : . : :
{ Dru, Rem, Sto, Gut, Liv, Kid, Pla, Clr}, Finally, the Igst sub_formulan k is about the drug concentration
transits by : level at the kidney: it should never exceed 5 (mg).
[0,0,0, 0, o, 9, 0, 9; The specification to our model checker is the negation of the
?’ g ?:pSG—pSSé 0 g g' g g: desired goal. Thus, if the DTMC is not a model of the negated
0, 0 pSG,  1-pGLe-pGC, 0, O, 0. 0 specification, then the counterexample is the prescriptat
9, 0, pSLc, pGLc,  1-pLP-pLC, 8, pPL, 9; would satisfy the original goal. The model checking ressit i
0, 0, 0, 0, 0, 1-pKP-pKC, pPK, 0;
0, 0, O, 0, pLP, pKP, 1-pPL-pPK,0; Depth: 15
0, 1, O, pGC, pLC, pKC, 0, 1 Result: F
] counterexample H
pnf(D(0)): [ 0.213311 0.786689 6 6 0 0 0 0 ]
specification: # iLTL Specification pmf(C(0)): [ 0.533555 0.466445 0 0 0 0 0 0 ]
id : P[D=Dru] + P[D=Rem] = 1,
ic : P[C=Dru] + P[C=Rem] = 1, In the result abovePepth: 15 means that the search depth
e : P[D=Pla] + P[C=Pla] > 0.008, N is 15. Note that the search depth is printed before the actual
k : P[D=Kid] + P[C=Kid] < 0.005 . e . X
search begins. Thus, if this number is too large, we can myodif
e WATS) the conditions to make the problem more tractable. The next
N\ Xe\V/XXe\/XXXe) line Result: F means that the DTMC is not a model of the
Ne e ;\xxxee/>\xxxxex/; Laxe /; specification. Because we are checking the negation of tsieede
ATk formula, the counter example is the dose that we need. The las
) two lines are the counter example: the initial pmf's for the 8
states. That is, if we take 0.213 (g) of the uncoated drug and
Fig. 6. ILTL description for the drug absorption example. 0.534 (g) of the coated drug, then within 2 hours more than 8

(mg) of the drug is concentrated at the plasma and the aetinat |
lasts for more than 3 hours. Also, the drug concentratiorhé t
the drug is concentrated at the plasma, we also require thatkidney never exceeds 5 (mg).
concentration level at the kidney never exceeds 5 (mg). dieror  Figure 7 shows the drug concentration levels over time at the
for the drug to be fective, we require that its active concentratiokidney and at the plasma, when the amount of drug specified in
level should be maintained for 3 hours (6 sampling perioais)l the counterexample is taken. The dashed lines on both geaphs
we want to have the first drugffect no later than 2 hours (4 the concentrations due to the uncoated drug, the dot-ddistesd
periods). are the concentrations due to the coated drug, and the suisl |
Figure 6 showsLTLCheckerdescription for the drug absorp-are the total concentration by both types of the drug. No& th
tion model and specification [1]. The description beginshvéih the uncoated drug causes a fast rise and a fast decline imutbe d
optional variable description block that begins with the: tag. concentration level, whereas the coated drug has a slovande
Note that in an iLTLChecker description, any string from # t@a slow decline. Thus, by mixing the two forms of the drug, we
the end of the line is treated as comments and ignored. Nes&n get the desired result: a fast and long lastifigce The solid
a model description block is defined: it begins wittodel:tag, lines show how the specification is satisfied: the conceatrat
where a list of DTMCs are defined separated by commas. Edeliel at the kidney never exceeds 0.005 and the desiredeactiv
DTMC description has the same name as that of the DTMEConcentration level (more than 0.008) is maintained at thsrpa
its set of states, and its probability transition matrixndtly, an for more than 6 hours.
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Fig. 7. Drug concentration at kidney and plasma. Fig. 9. Drug concentration level at the kidney and the plaswizen the

drug is taken at 6 hour interval.

ssa: P[C=Sto]<P[C(12)=Sto]+eps, ssb: P[C=Sto]>P[C(12)=Sto]-eps,
sga: P[C=Gut]<P[C(12)=Gut]+eps, sgb: P[C=Gut]>P[C(12)=Gut]-eps,
sla: P[C=Liv]<P[C(12)=Liv]+eps, slb: P[C=Liv]>P[C(12)=Livl-eps,  Note that PC = Dru] and P = Renj can be regarded as an input

ska: P[C=Kid]<P[C(12)=Kid]+eps, skb: P[C=Kid]>P[C(12)=Kid]-eps, H R
opas P[C=Pla]<P[C(12)—Plalseps. spb: P[C-Pla]oP[C(12)-Pla]-eps. on which we can freely control, and @k ClIr] is the state for

id : P[D=Rem]=1 the cleared drug that we do not need to consider. To express ou
constraints, we use the timéfeet operator: RJ(12) = Stq is the
T C ssa/\ ssb /\ sga /\ sgb /\ sla /A slb /\ 12 step future probability of B] = Std. One problem in using
ska /\ skb /\ spa /\ spb ) . . . .
ANo( e NXeAXXe ANXXXeA these constraints is that the equality holds at the limistage,
XXXXe/NXXXXXe) which violates the third condition of Equation (4):
/N1 k
N id tIim P[C(t)=Std = tIim PIC(t + 12) = Std.
) —00 —00
Thus, we use an approximation in Figure 8, waghs= 0.00001
Fig. 8. iLTL description for the steady state drug admisittm. With this specification, we got the following result:
Depth: 86
Result: F

Note that the desiredffiect could not be achieved if we did notcoterexample:
pmf(D(®)): [

0.
mix the coated drug and the uncoated drug. For example, if Wemsccco)): [ o.
modify the initial conditionsid or ic as id: PD = Renj = 1 and . .
ic: P[C = Ren} = 1, then model checking result becomes true, Note that with the use of smakps the search depth is

proving that the desiredffect cannot be reached. That is, theréncreased to 86. However, even with the increas?d deptakest )
is no way to achieve the goal with a single type of drug less than a second to get the result on a Pentium Il machine.

We now consider a slightly moreftlcult problem. In oral drug The fast result is mainly due to the early pruning of infebesib

administration, we cannot assume a constant intake of tg. drsubtrees in the ”.‘Od?'. checking process. Also, in ggnerel, th
Usually, the drug is taken at certain periods or intervalsust model checker W'". finish more quickly if the result is false,
the drug concentration level fluctuates following the drdgnan- becauste It can ?Vo.'d fsea;chlng the rest of the search spaee on
istration period. Hence, it is important to maintain a corication a (_:rc})1un erexlztalmphe IS tr?utné 0) = Drul = 0.680 is th i
level near the desired level. Note that if we take more dragn th € resuits snow that [0) = Dru] o IS fhe amoun
the amount of drug that has cleared, the concentration {ewel of drug to take to maintain the repeating state. The pr(_)hmbll
increase gradually and may reach a dangerously toxic el PIC(0) = Std = 0.008, PL(0) = Gul = 0.259, PL(0) = Liv] =

we take less drug than the cleared amount, then the contientra’ 043 thf((O)l) - Klg]thz 0'?03’ aI:\dﬂf’qJ ©) t= tr\la]l'z O?r? ! E;e the
level will decrease and the drug will not b&etive. amount of drug at the stomach, the gut, the fiver, the kidaag,

e . he plasma when the repeating cycle begins. Also, we do reot us
We solve the oral drug administration problem as follows. V\} P P g oy g

. . Tollows. Ve uncoated drug becauseDP)) = Renj = 1.
ChECk. whether there is a repeatable stgte with certalanem Figure 9 shows the drug concentration level at the kidney
and find the amount of drug to take in order to maintain thgnd the plasma when 0.68 (g) of the coated drug is taken at 6
repetition. Suppose that the drug administration periddl liwurs hour int Is. Note th tlth 3h tration levektaint
(12 samples). Also, because we do not need the féstteduring our Intervars. INOTe that the S oUr concentration 1eve

the stead iod | th ted d Th t_t_at the plasma is satisfied for each drug administration ard th
€ steady period, we only use the coated drug. The repeliliycentration level at the kidney never exceeds its toxiit.li
condition can be expressed as:

000 1 0.000 0.000 0.000 0.000 0.000 0 ]
680 0 0.008 0.259 0.043 0.003 0.007 0 ]

P[C = Std = P[C(12) = Std A P[C = Guf] = P[C(12) = Guf] A VII. Concrusion
P[C = Liv] = P[C(12) = Liv] A P[C = Kid] = P[C(12) = Kid] A In this paper, we presented a new probabilistic temporatlog
P[C = Pla] = P[C(12) = Pla]. called iLTL and its model checking algorithm. Because iLTL
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specifies properties involving pmf transitions from all gibde [15] R. Grosu, E. Bartocci, F. Corradini, E. Entcheva, S. fmoand
initial pmf’s of DTMCs, it provides an fective and complete A. Wasilewska. Learning and detecting emergent behavioeiworks of

method to check the global properties of large scale systé/as

cardiac myocytes. Iiybrid Systems: Computation and Contreblume
LNCS 4981, pages 229-243. Springer Verlag, Berlin Heidg|b2008.

extended the logic so that it can specify parallel trans#tiof [16] H. Hansson and B. Jonsson. A logic for reasoning aboue tand
multiple DTMCs. Using this extension, we can easily compare reliability. In Formal Aspects of Computingolume 6, pages 512-535,

the performance of flierent systems or check their combine
effects. As one of our case studies illustrates, by using mo

1994.
317] G. J. Holzmann. The model checker spin. IEEE Transactions on
€l software Engineeringvolume 23, pages 279-295, May 1997.

checking to find counter examples of a negated goal. iLTL rhod@8] G. Hughes and M. Creswellintroduction to Modal Logic Methuen,
checking can find desirable parameters. 1997.

We proved thesoundnes®f iLTL model checking and showed [19]

J. G. Kemeny and J. L. SnelFinite Markov Chains Springer-Verlag,
1976.

the easy to satisfy conditions under which iLTL model chegks  [20] M. Kwiatkowska, G. Norman, and D. Parker. Prism 2.0: Altdor
complete If these conditions are satisfied, then there is a bound probabilistic model checking. Imternational Conference on Quanti-
after which all atomic propositions of iLTL become consgant ~ f@five Evaluation of Systems (QESPRges 322-323. |EEE Computer

This enables the use of bounded model checking [6]. For[z'ai]

Society, 2004.
Y. Kwon and G. Agha. Linear inequality LTL (iLTL): A modehecker

large bound, it might be interesting to compare the perfocea for discrete time markov chains. International Conference on Formal
between a Biichi automaton based checking Bimgiry Decision Engineering Methodspages 194-208. LNCS 3308, 2004.

Diagram (BDD) based symbolic model checking [30].

] Y. Kwon and G. Agha. iLTLChecker: A probabilistic modehecker
for multiple DTMCs. InlInternational Conference on the Quantitative

. Performance can b.e”a concern in some iLTL model checking, Eyaluation of Systems (QESTEEE Computer Society, 2005.
if a large number of initial states must be checked or theytmug3] Y. Kwon and G. Agha. Scalable modeling and performangduation
be checked to a great depth. One of the time consuming aspects of wireless sensor networks. Real-Time and Embedded Technology

of iLTL model checking is the search for a feasible vectorlevhi r,,

and Applications SymposiutEEE, 2006.
] Y. Kwon and G. Agha. A markov reward model for softwar&atgility.

traversing the graph of a Buchi automaton. Fortunatebgifality In The Next Generation Software Workshop at Internationahfalrand
checking in a subtree of the graph can be done independently Distributed Processing Symposiupages 1-6. IEEE, 2007.

of other subtrees, which allows the possibility for implettieg [22] Y. Kwon and G. Agha. Ltc: Linear temporal logic for coat In

Hybrid Systems: Computation and Contrgblume LNCS 4981, pages

distributed iLTL model checking to improve performance. 316-329. Springer Verlag, Berlin Heidelberg, 2008.
We believe that iLTL is a useful logic to specify and verify[26] V. V. Lam, P. Buchholz, and W. H. Sanders. A structuredhpa
aggregate global properties of large scale systems. THityabi based approach for computing transient rewards for large<t In

of our iLTL model checker to find desirable initial conditi@an

International Conference on Quantitative Evaluation o$t®yns (QEST)
pages 136-145. IEEE Computer Society, 2004.
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