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Abstract

A notable features of many proposed Wireless Sensor
Networks (WSNs) deployments is their scale: hundreds to
thousands of nodes linked together. In such systems, mod-
eling the state of the entire system as a cross-product of the
states of individual nodes results in the well-known state
explosion problem. Instead, we represent the system state
by the probability distribution on the state of each node.
In other words, the system state represents the probability
that a randomly picked node is in a certain state. Although
such statistical abstraction of the global state loses some
information, it is nevertheless useful in determining many
performance metrics of systems that exhibit Markov be-
havior. We have previously developed a method for spec-
ifying the performance metrics of such systems in a prob-
abilistic temporal logic called iLTL and for evaluating the
behavior through a novel method for model checking iLTL
properties. In this paper, we describe a method for esti-
mating the probabilities in a Discrete Time Markov Chain
(DTMC) model of a large-scale system. We also provide
a statistical test so that we can reject estimated DTMCs if
the actual system does not have Markov behavior. We de-
scribe results of experiments applying our method to WSNs
in an experimental test-bed, as well as using simulations.
The results of our experiments suggest that our model esti-
mation and model checking method provides a systematic,
precise and easy way of evaluating performance metrics
of some large-scale WSNs.

1 Introduction

A wireless sensor network (WSN) is a system of sen-
sor nodes that collaborate with each other through wireless
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communication. Each node has its own processor, volatile
and nonvolatile memory, one or more sensors, a wire-
less communication channel, and an independent power
source. Because of these unique characteristics, WSNs
have been successfully used in many applications such as
environmental monitoring [16], structural health monitor-
ing [17], target tracking [2, 13], and so on.

One of the distinguishing characteristics of typical
WSNs is their scale. For example, a medium scale ap-
plication such as shooter localization [12] may involve 60
nodes. Without an appropriate abstraction, it is hard to rea-
son about the global behavior of a WSN, for example to
compute its aggregate energy consumption level or avail-
ability. If we were to model a system state as a cross-
product of each node’s state, the standard in concurrency
theory, we would end up with the well known state explo-
sion problem: a WSN of 100 nodes, each with three states,
has 3100 states. Instead, we take a statistical approach: we
abstract the global state of a system as a vector of proba-
bilities, where the size of the vector is the number of states
the nodes may be in, and the ith element of the vector rep-
resents the probability that a randomly picked node is in
the ith state. With this abstraction we can easily reason
about certain expected aggregate properties of the system.
Such properties include availability, energy consumption,
and throughput.

We model the transition dynamics between states as a
Discrete Time Markov Chain (DTMC). This is reasonable
for many applications running on WSNs as their behavior
corresponds to a probabilistic transition systems: nodes
go to a sleep mode to save energy with a certain probabil-
ity and, in order to minimize collisions, nodes send pack-
ets based on probabilistic choice. We choose a DTMC as
our model instead of a Continuous Time Markov Chain
(CTMC) because the interpretation of time is discrete in
our performance evaluation logic (see Section 4). The
choice of DTMC also enables our method for estimation
of the model (see Section 3.2).

A DTMC is defined by a set of states and transition
probabilities between states. Identifying states from a real
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system can be done rather straightforwardly: depending
on the properties we want to evaluate or monitor, we can
define a necessary set of states. A developer can easily
identify which behavior of an application program belongs
to which state. However, assigning transition probabilities
between states is not as immediate as defining and identi-
fying states. For example, although a process may go to
a sleep mode by a pre-programmed probability, we gener-
ally do not know how often a process arrives at the relevant
decision point in the code. Thus, we develop a DTMC esti-
mation algorithm based on a sequence of state estimations
of an application execution.

Recall that the current state of a Markov process de-
pends only on its immediate past state. Thus, even sam-
ples from a single execution have enough previous-next
state relations to estimate the Markov transition matrix.
We also provide a statistical testing method that checks
whether the sample is from the estimated DTMC. This
test is important because our estimation algorithm would
always find optimal parameters that best match with the
samples, even if the system were not a Markov process.
However, if the system is not a Markov process or the pa-
rameters are poorly estimated, our test will give users a
notification together for any level of desired confidence.

Once we have a DTMC model of a WSN, we can check
whether this model satisfies certain performance criteria
that should be met. For example, we can evaluate the ex-
pected number of message retransmissions before a sender
successfully receives an ack message, the expected amount
of energy consumed to reliably send a message, or how
long it may take to recover from a current unacceptable
availability level.

The contributions of this paper are as follows. First,
we describe a novel way of modeling sensor networks as
DTMCs and expressing the aggregate properties of the net-
work, both in its transient states and its steady state. Sec-
ond, we provide a way of estimating DTMCs and suggest
a statistical test to ensure with high probability that the
sensor network obeys the Markov property and that the es-
timate is sufficiently accurate. Finally, we show a novel
method for model checking these properties can be ap-
plied. We use both simulations and experimental results
to illustrate and validate our method. Note that we do not
describe or prove our model checking algorithm, as this
has been done elsewhere [9]. Rather, this paper is con-
cerned with the application of the model checking algo-
rithm to sensor networks. Also note that standard methods
for solving Markov matrices result in efficient solutions for
steady state analysis. However, we capture both the tran-
sient behaviors and the steady state. Moreover, we express
our properties in a formal logic and automate the process
of checking behaviors.

It is also important to point out some limitations of our
approach. The methodology we are proposing is useful
for establishing aggregate expected properties only of sen-

sor networks where the nodes have a sufficient degree of
symmetry in the local states, for example, if the nodes im-
plement a randomized algorithm, or if the system is event
driven and the environment exhibits probabilistic behavior
over the time interval of interest. In a way, our approach is
similar to statistical physics which allows aggregate prop-
erties of a system, such as the entropy or the average tem-
perature, to be estimated. Our method is not applicable to
reasoning about properties of systems where the modeling
requires that the different nodes have a non-uniform prob-
abilistic representation. For example, our method would
not be applicable if, for the property of interest, the behav-
ior of the nodes is represented as a tree of join continua-
tions [1]. However, the goodness of fit for Markov model
estimation we propose should tell us when our method is
inapplicable.

The paper is organized as follows. The next section mo-
tivates our choice of a probabilistic temporal logic. Sec-
tion 3 briefly explains DTMCs and the notations used in
the paper. In this section we propose a DTMC estima-
tion method and a statistical testing method. Section 4
describes the syntax and informal semantics of iLTL. Sec-
tion 5 experimentally demonstrates the effectiveness of our
proposed approaches on a WSN of 90 Mica2 nodes. In
the final section, we discuss how the applicability of our
method may be extended to some WSNs where not all
nodes have the same probabilities over the states of inter-
est.

2 Probabilistic Temporal Logics

A number of probabilistic temporal logics such as
PCTL, PCTL*, and CSL can be used to reason about state
transitions of Markov chains [7, 3, 4, 8].With these log-
ics one can specify the probability that a Markov process
follows certain specified paths. For example, in a multi-
path communication network, we can express the property
“with probability larger than 0.5 a packet will arrive at its
destination with path length less than 5.” These logics are
described on a probability space built on a set of computa-
tional paths. That is, in the multi-path example, the sample
space is a set of all routing paths and the event is a set of
paths whose routing length is less than 5 starting from a
certain state.

A model checking algorithm for the above logics must
repeatedly compute such probabilities from each state for
each sub-formula of a specification, until the probability
for the whole specification from the initial state is com-
puted. Although these logics are good for reasoning about
transitions of a single process, they are not suitable for
DTMCs as abstractions for large scale systems. This is
largely due to the fact that they are reasoning on the prob-
ability space of computational paths instead of reason-
ing directly on transitions of the probability mass function
(pmf).
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Figure 1. An oscillating DTMC

We illustrate the problem with a DTMC (Figure 1).
This DTMC has two states: Run (R) and Sleep (S). The
transition probabilities for each state to the other is 1. That
is, a node always makes a transition to the other state.
Hence, from a single process point of view, there is no
consecutive R or consecutive S states in any computational
paths. So, the probability that a specification “always R”
is satisfied is 0 and PCTL-like logics captures this prop-
erly. However, suppose that there are 100 processes and
initially 50 of them are in state R and the others are in state
S. Then, there are always 50 processes in one of the two
states and a specification like “always P[R] ≥ 0.5” should
be true. If all 100 processes are in state R or in state S
then the previous specification should be false by the same
reason as “always R”. For this system, because P[R] ≥ 0.5
is false in S state, PCTL-like logics compute the probabil-
ity of satisfying the specification to be 0, regardless of the
initial condition. Thus, the semantics of PCTL-like logics
are not suitable to express properties on transitions of pmf.

In order to address this problem, we have designed
a logic called iLTL and implemented a model checker
iLTLChecker [9]. iLTL is a Linear Temporal Logic
(LTL) [10] whose atomic propositions are linear inequal-
ities about pmfs. Those inequalities can be thought of as
inequalities about expected “rewards” such as the expected
energy consumption or the availability of a system. Instead
of working on a probability space of computational paths,
iLTL specifies properties based on the pmf transitions. The
model checker for iLTL searches for an initial pmf for
which trailing transitions of expected rewards violate the
specification. This addresses the problem described above.
Furthermore, because iLTL model checker looks for an
initial pmf that may lead to violation of specification, it
can be used as a predictive monitoring tool. For example
we can specify the property (0.1 < P[Ready]∧P[Ready] <
0.2) → X X X � (P[Ready] > 0.5): if the current interval
estimate of the availability of the system is 10% to 20%,
three steps later (X X X) the availability of the system al-
ways (�) becomes larger than 50%.

3 Markov Model

Recall that a DTMC is finite state automation with tran-
sition probabilities between the states. As discussed ear-
lier, we assume that identifying the states of interest from

application programs is straightforward. In this section,
we propose a Markov transition matrix estimation method
based on Quadratic Programming (QP) [11]. We also pro-
vide a statistical test so that we can discard the estimated
DTMC model if the real system does not exhibit Markov
behavior.

3.1 Discrete Time Markov Chain

A Markov process is characterized by its memoryless
property: the future probability transitions depend only
on their current probability distribution regardless of their
past history. In other words, the current state encodes the
relevant history of a Markov process for the purpose of
determine the transition probability. A Markov chain is a
Markov process with a countable number of states [14].
We represent a Discrete Time Markov Chain (DTMC) X
as a tuple (S ,M), where S is a finite set of states S =
{s1, s2, . . . sn} that X can take and M is a Markov transi-
tion matrix that governs the transitions of X’s probabil-
ity mass function (pmf). We also use a column vector
x(t) = [x1(t), x2(t), . . . , xn(t)]T to represent the pmf of X
at time t such that xi(t) = P[X(t) = si]. Thus,

x(t + 1) =M · x(t).

Since M is a probability transition matrix, each element
is non-negative and each column sums up to be one. That
is, the sum of outgoing probabilities from a state, including
a self loop to the state itself, is 1. These two conditions
are the constraints that should be met when estimating a
Markov matrix.

A Markov process is a deterministic system in the sense
that once the initial pmf x(0) is given, the rest of the transi-
tions x(t) for t ≥ 1 are uniquely determined by the Markov
matrix M: x(t) = Mt · x(0). That is, each initial pmf com-
pletely determines a computational path. Our specification
logic iLTL (Section 4) specifies temporal behaviors on un-
countably many computational paths; our model checking
tool iLTLChecker searches for an initial pmf whose trail-
ing pmf transitions will violate the specification.

3.2 DTMC Model Estimation

We now describe a Markov transition matrix estima-
tion method from a medium to large scale WSN. We as-
sume that the property of interest is over states satisfying
the Markov property, and that every node of the WSN is
independent and identical. These assumptions are valid in
many WSN applications: a class of such applications is
systems where each node makes a probabilistic choice to
change its state and in many cases this decision is made
independent of the states of the other nodes. The ability
to make such independent decision saves large amounts of
energy because synchronization requires information ex-
change among nodes. For example, in many applications,

3



a sensor node often goes to a sleep mode with certain prob-
ability regardless the states of other nodes. However, we
can expect with high confidence that at least certain num-
ber of nodes are awake.

In medium to large scale WSNs there are hundreds of
nodes which provide a sufficiently large population for
robust pmf estimation. If we estimate the pmfs period-
ically, we can estimate the underlying Markov transition
matrix by comparing two consecutive estimations. In the
experimental case study described in Section 5, each time-
synchronized node periodically stores its state in its mem-
ory. We subsequently collect these sequences from all
nodes and estimate a sequence of pmfs. Note that this
state sampling code can be used once for Markov chain
estimation and then disabled so that it does not affect the
performance of a system.

Let X = (S ,M) be the true Markov process of the sys-
tem. We compute an estimated Markov chain (S , M̂) such
that M̂ minimizes a squared sum of differences between a
one step predicted pmf x̂(t+1) and a sampled pmf x̄(t+1).
We estimate the probability xi(t) = P[X(t) = si] by the
fraction of nodes in state si over the whole population size.
We describe this process in more detail in order to drive a
goodness of fit test. We first introduce a one-zero Random
Variable (RV) Yi for each state si such that Yi(X(t)) = 1 if
X(t) = si and 0 otherwise. Let ns be the population size at
each sample, and let an RV Ki(t) be

Ki(t) =
ns
∑

t=1

Yi(X(t)).

Then Ki(t) has a binomial distribution: P[Ki(t) ≤ n] =
Bin (n, ns, xi(t)), where

Bin (n,m, p) =
n

∑

i=0

(

m
i

)

· pi · (1 − p)m−i.

We use a normalized frequency x̄i(t) = Ki(t)/ns as our
point estimator for xi(t). Since each sample at a given
point in time is independent, by the Central Limit Theorem
(CLT) for large ns our point estimator x̄i(t) has a normal
distribution N(µ = xi(t), σ =

√
xi(t)(1 − xi(t))/ns) [14].

Assume that we have m pmf samples of an n state
Markov process and let P ∈ �m×n be a matrix of these
point estimates: Pi j = x̄j(i). We estimate a Markov ma-
trix M̂ ∈ �n×n such that it minimizes the differences be-
tween a sampled pmf x̄(t+1) and a one step predicted pmf
x̂(t + 1 | t) = M̂ · x̄(t):

E = min
M̂

m−1
∑

t=1

∣

∣

∣x̄(t + 1) − M̂ · x̄(t)
∣

∣

∣

2
.

Let Pc and P f be P’s sub-matrices of the first and the last
m − 1 rows. Then the matrix M̂ that minimizes E is:

M̂ = (PT
c · Pc)−1 · PT

c · P f .

However, since M̂ is an estimate of a Markov matrix, there
are constraints on M̂. These are 0 ≤ M̂i j ≤ 1 for all
1 ≤ i, j ≤ n and

∑n
i=1 M̂i j = 1 for all 1 ≤ j ≤ n. We

can minimize E subject to those constraints by Quadratic
Programming [11].

Let z ∈ �n2×1 =
[

M̂T
∗1, M̂

T
∗2, . . . , M̂

T
∗n
]T

and

H ∈ �n(m−1)×n2
=

























Pc · · · 0
...

. . .
...

0 · · · Pc

























,

f ∈ �n(m−1)×1 =
[

PT
f ∗1, . . . ,P

T
f ∗n

]T
,

A ∈ �2n2×n2
= [In2 ,−In2 ]T ,

b ∈ �2n2×1 =
[

11,n2 , 01,n2

]T
,

C ∈ �n×n2
=

























11,n · · · 01,n
...

. . .
...

01,n · · · 11,n

























,

d ∈ �n×1 = 1n,1,

where In is a n× n identity matrix, 1nm is a n×m matrix of
ones, 0nm is a n × m matrix of zeros, and M̂∗i and P f ∗i are
the ith columns of M̂ and P f . Then M̂ can be obtained by

minz 0.5zT HT Hz − fT Hz
subject to
Az ≤ b,
Cz = d

3.3 Goodness of Fit Test for Estimated
DTMCs

Although, we can always define a set of states and esti-
mate transition probabilities between the states through the
estimation algorithm described in Section 3.2, we still do
not know whether the real system has the Markov property.
In this section, we propose a goodness of fit test against the
estimated model. This test method statistically rejects the
estimated model with a given level of confidence if the se-
quence of pmf samples does not agree with the model.

For this test, we first build a null hypothesis and an al-
ternative hypothesis:

H0: The actual process is a Markov chain whose transition
matrix is the same as the estimated matrix.

Ha: The actual process is not a Markov chain or the
Markov transition matrix is different from the esti-
mated one.

Under the null hypothesis H0, we can compute one step
predicted pmf using a current sampled pmf. Using a χ2

test between the predicted pmf and a sampled next step
pmf, we can compare how well they fit together. More
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specifically, under the null hypothesis, the RV q(t) has χ2

distribution with n − 1 degrees of freedom:

q(t) =
n

∑

i=1

(Ki(t) − ns · x̂i(t | t − 1))2

ns · x̂i(t | t − 1)
,

where Ki(t) is the RV we defined in Section 3.2 and x̂(t | t−
1) = M̂ · x̄(t − 1) is a one step predicted pmf from the
previous sample x̄(t − 1). We omit the degrees of freedom
in χ2 distribution for simplicity in notation. Thus, unless
otherwise specified, χ2 means χ2 with n − 1 degrees of
freedom. We write χ2

α for the value y such that χ2(y) = α.
Now, we introduce a significance level γ, and a random

variable Bγ such that

Bγ =

m
∑

t=2

δχ2
1−γ

(q(t)),

where δθ(x) = 1 if x ≥ θ and 0 otherwise. Note that,
under the null hypothesis H0, for the probability estima-
tion at time t, P[q(t) > χ2

1−γ] = γ and the one-zero ran-
dom variable δχ2

1−γ
(q(t)) has an expected value γ which is

the probability of bad sampling under H0. Since, there
are m samples Bγ has a binomial distribution of order
m − 1 and probability γ. Let nγ be a least integer such
that Bin

(

nγ,m − 1, γ
)

≥ 1 − α. We accept H0 if for all
γ ∈ (0, 1), Bγ ≤ nγ. Otherwise we reject H0 with the prob-
ability of type I error α.

The problem is that γ is in �, which we cannot enu-
merate. However, because Bγ takes finite number of val-
ues, we can still perform the goodness of fit test. Let s be
the index of q(t) when q(t)’s are sorted in the increasing
order and let γs be 1 − χ2(q(t)). Note that Bγs is equal to
m−s. We divide the interval for γ into several sub-intervals
and do test on each: (1, γ1], (γs, γs+1] for 1 ≤ s ≤ m − 2,
and (γm−1, 0). Because nγ is m-1 and 0 for the intervals
1 < γ ≤ γ1 and γm−1 < γ < 0 respectively and so is Bγ,
the test is trivially true in these intervals. Thus, Bγ ≤ nγ
for 0 < γ < 1 if and only if nγs < m − s for 1 ≤ s ≤ m − 1.

3.4 Example

We illustrate the accuracy and usefulness of our DTMC
estimation algorithm and goodness of fit test by means of
a simulation study. Specifically, we model a set of pro-
cesses running on WSN nodes by a three state automaton
with Ready, Run, Wait states. When a process is initi-
ated, it is in a Ready state. It then transitions to a Run
state. If the process performs an I/O operation, it will tran-
sition to a Wait state, and after the I/O operation is com-
pleted, it will return to the Ready state. A process in the
Run state moves back to the Ready state so that other pro-
cesses running on the same node can proceed together. We
assume that the process does not terminate; this is usual
in WSN applications–typically, a WSN application moni-
tors the environment and reports the result to a base station
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Figure 2. Process state diagram

0 50 100 150 200 250 300 350 400 450 500
0

0.2

0.4

0.6

0.8
P{X=Ready}

P{X=Run}

P{X=Wait}

sampled pmf with 100 nodes

step

fr
eq

ue
nc

y

0 50 100 150 200 250 300 350 400 450 500
0

0.2

0.4

0.6

0.8

P{X=Ready}

P{X=Run}
P{X=Wait}

sampled pmf with 1e5 nodes

step

fr
eq

ue
nc

y

0 50 100 150 200 250 300 350 400 450 500
0

0.2

0.4

0.6

0.8

real (thick line) and estimated (thin line) pmf transition

step

pr
ob

ab
ili

ty

Figure 3. top: pmf samples of 100 node sim-
ulation, middle: pmf samples of 105 node
simulation, bottom: pmf transitions of a real
and an estimated Markov chains.

through the life of its platform. Assume that the system is
a DTMC PS = {S ,M} where S = {Ready, Run, Wait}
and

M =





















0.95 0.07 0.05
0.05 0.90 0.0
0.0 0.03 0.95





















.

Figure 2 shows a block diagram of the DTMC PS ; the el-
lipses represent states and the numbers represent transition
probabilities.

We ran a simulation with 100 independent and identical
DTMC nodes of PS . Beginning from a state S , each node
changes its state based on the transition probability matrix
M at each step. We measured the frequencies of each state
at each step and normalized these frequencies so that the
sum of the fractions was 1. Recall that these normalized
frequencies are the point estimates of the probabilities.

The first graph of Figure 3 shows the sampled pmf tran-
sitions of the 100 nodes. Note that, there are large jitters

5



in the graph. These jitters are due to the small sample pop-
ulation size. Based on the CLT, we hypothesize that the
variance of the jitters will be inversely proportional to the
number of nodes. The number of states, which is the de-
grees of freedom of q(t) plus one, will relate inversely to
the jitters in the observations. In order to confirm the cause
of the jitter, we ran the same simulation again with 105

nodes. The second graph of Figure 3 shows the sampled
pmf transitions. One can see that most of the jitters of the
first graph have been removed. The thick lines of the third
graph are the computed pmf transitions of the real system
PS . We can see that the sampled pmf transitions of 105

nodes looks very close to the computed pmf transitions.

From the simulation results of 100 nodes, we estimate
a DTMC P̂S = (S , M̂), where

M̂ =





















0.9489 0.0744 0.0512
0.0511 0.8963 0.0000
0.0000 0.0293 0.9488





















.

We present a computed pmf transitions of P̂S as thin lines
of the last graph of Figure 3. We can roughly see how close
the estimated responses are to the real ones. The estimated
model passes the goodness of fit test with a significance
level of 0.05.

In order to demonstrate the effectiveness of our good-
ness of fit test, we slightly modify the first column of M as
follows and run the same simulation with 100 nodes with
a DTMC PS ′ = (S ,M′), where

M′ =





















0.95 0.07 0.05
0.01 0.90 0.0
0.04 0.03 0.95





















.

The first graph in Figure 4 shows how the sampled pmf
transits with the modified Markov transition matrix M′.
Comparing with the first graph of Figure 3, the probabil-
ity P[PS = Wait] is increased and P[PS = Run] is de-
creased. The second and the third graphs in Figure 4 show
Euclidean distances between sampled pmfs and one step
prediction by P̂S for the simulations of Figure 3 and Fig-
ure 4. That is, |x̄(t+1)− x̂(t+1 | t)| and |x̄′(t+1)− x̂(t+1 | t)|
where, x̄(t) is a sampled pmf vector of PS at step t, x̄′(t)
are that of PS ′ and x̂(t + 1 | t) = M̂ · x̄(t). As expected, the
prediction error of the second graph is less than that of the
third graph.

We checked the estimated DTMC P̂S against the simu-
lation results of modified DTMC PS ′. When γ = 0.0264,
there are 492 samples out of 499 that do not satisfy q <

χ2
0.9736. With the significance level of 0.05 and γ = 0.0264,

the confidence interval is [0,491]. Thus, we reject the null
hypothesis H0 with the probability of type I error 0.1 and
accept Ha.

0 50 100 150 200 250 300 350 400 450 500
0

0.2

0.4

0.6

0.8

P{X=Wait}

P{X=Ready}

P{X=Run}

step

fr
eq

ue
nc

y

0 50 100 150 200 250 300 350 400 450 500
0

0.05

0.1
| x(t+1)−x(t+1|t) |

step

E
uc

lid
ea

n 
di

st
an

ce

0 50 100 150 200 250 300 350 400 450 500
0

0.05

0.1
| x’(t+1)−x(t+1|t) |

step

E
uc

lid
ea

n 
di

st
an

ce

Figure 4. top: pmf samples of 100 node
simulation with modified Markov chain PS ′,
middle: difference between expected pmf
(P̂S ) and sampled pmf (PS ), bottom: differ-
ence between expected pmf (P̂S ) and sam-
pled pmf (PS ′).

4 Specification Logic

The syntax of probabilistic temporal logic iLTL is as
follows:

ψ ::= T | F | ineq |
¬ψ | ψ ∨ φ | ψ ∧ φ |
X ψ | ψ U φ | ψ R φ

ineq ::=
∑n

i=1 ai · P[X = si] < b,

where X = ({s1, . . . , sn},M), ai ∈ � and b ∈ �. As usual,
� and ^ are defined as follows:

�ψ ≡ F R ψ,
^ψ ≡ T U ψ.

In order to explain the semantics of an iLTL formula
we first define a computational path of a DTMC X =
({s1, . . . , sn},M) by a function σx : �+ → �n such that
σx(t) = Mt · x. The semantics of an iLTL formula should
be interpreted over these paths. The atomic propositions
of iLTL are in the form of linear inequalities (ineq) over a
pmf. The linear inequalities can be regarded as inequalities
about expected rewards: we associate a constant reward
with each state of a Markov chain and when a process vis-
its a state it earns the reward associated with that state. The
expected reward earned at a given point in time is the sum
of the products of the rewards at each state and the prob-
ability that a process is in that state. Formally, a Markov
Reward Process (MRP) is a triple (S ,M, ρ) where (S ,M)
is a DTMC and ρ : S → � is a reward function for each
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state [5]. Then the expected reward of a MRP (S ,M, ρ) at
time t is

Σsi∈S ρ(si) · P[X(t) = si].

Thus, a linear inequality over a pmf is an inequality about
expected reward: replace αi with ρ(si) and ignore the time
index t. The time index is implicitly given from the tem-
poral operators of iLTL: the pmf of ineq is replaced by
σx(0).

Many useful properties of a system can be expressed
as inequalities about expected rewards. For example, a
comparison between two probabilities “P[X = A] > P[X =
B]” can be rewritten in a reward form as “1 · P[X = A] −
1 · P[X = B] > 0”, where 1 and -1 are rewards in states
A and B. An expected value of meaningful quantities such
as expected queue length can also be expressed in reward
form: “1·P[Q = Q1]+· · ·+n·P[Q = Qn] < L” specifies that
the expected queue length of a queuing system of capacity
n is less than L. We can also compare two probabilities
at different time in the reward form: suppose that X =
({s1, . . . , sn},M) is a DTMC then

P[X(t) = si] > P[X(t + k) = s j] iff

P[X(t) = si] − Σn
j=1m j · P[X(t) = s j] > 0,

where [m1, . . . ,mn] is the jth row of Mk. One of the reasons
iLTL does not explicitly use time-indexes is because it can
be written in a reward form as above.

The meaning of logical connectives ∧, ∨, and ¬ are as
usual: ψ ∧ φ is true if and only if ψ and φ are both true,
ψ∨ φ is true if and only if ψ or φ are true, and ¬ψ is true if
and only if ψ is false.

The semantics of the temporal operators X , U , and R
are explicitly related to a computational path σx. X ψ in
σx is true if and only if ψ is true in σσx(1). ψ U φ in σx

is true if and only if φ eventually becomes true along the
path of σx and while φ is false ψ is true in σx. In other
words, ψ U φ in σx is true if and only if there is t ≥ 0 such
that φ is true in σσx(t) and for all s ∈ [0, t − 1], ψ is true in
σσx(s). The until operator ( U ) can be easily explained by
an example: suppose that events are happening in a WSN
and one may want to keep the WSN in an alert mode un-
til most of the nodes detect them. Then the specification:
(P[X = Ready] > 0.5) U (P[X = Detect] > 0.9) checks
whether the event will be detected by more that 90% of
the nodes and until that moment more than 50% of the
nodes are in ready state. The release operator R is a dual
of U operator. ψ R φ in σx is true if and only if φ is true in
σx while ψ is false. The eventually operator ^ψ ≡ T U ψ
in σx is true if and only if ψ eventually become true in σx

and the always operator �ψ ≡ F R ψ in σx is true if and
only if ψ is always true in σx.

Finally, we can define a satisfaction relation |= between
an iLTL formula and a DTMC. We say that a DTMC A
is a model of an iLTL formula ψ and write A |= ψ if and
only if for all pmf transitions σx of A ψ is true in σx. Note

Processor Radio
transmit receive

Active 8 mA 25 mA 8 mA
Sleep < 15 µA < 1 µA

Table 1. Energy consumption level of a Mica-
2 mote.

that each initial pmf x determines a computational pathσx.
Thus, there are uncountably many computational paths.

Our model checker iLTLChecker [9] looks for a compu-
tational path in which the negation of an original specifi-
cation is true. That is, given a specification ψ iLTLChecker
looks for an initial pmf x such that ¬ψ is true in σx.

5 Experiments

We now describe a case study on a WSN plat-
form. Our experimental platform comprises of 90 Mica-2
motes. Each mote has an ATmega128L low power 8 bit
CPU working at 8MHz clock speed, 4Kbyte of SRAM,
128Kbyte of program flash, and 512Kbyte of serial flash
memory. Although, a mote has relatively large serial flash
memory, this memory is slow especially for write op-
eration. Mica-2 is also equipped with a CC1000 radio
transceiver. At the lower level communication layer, the
Manchester encoding is used, and we can achieve a theo-
retical throughput of 38.4Kbps. In order to save energy, an
application can go to a sleep mode. The amount of energy
spent in various modes is summarized in Table 1 [6].

TinyOS is an operating system running on Mica-2
nodes. When developing an application, TinyOS provides
a programming framework and library functions to support
I/O operations. TinyOS is linked with application codes
and loaded on Mica-2 nodes. TinyOS has three different
program blocks: I/O operations are made by calling a com-
mand block, the result of an I/O operation can be passed to
an application through an event block in the form of a sig-
nal, and application programs that run a long time should
be written in a task block. TinyOS schedules tasks by man-
aging a queue of non-preemptable task blocks. Thus, spin-
looping in a task block will block the entire operations of
TinyOS.

5.1 Experimental program

We implemented the program in Figure 5. This appli-
cation program samples a microphone and stores the result
in a buffer (sampling code not shown). Whenever the run
task is scheduled, it computes a Fourier transform coeffi-
cient of the mic sample. After the coefficient is computed,
in order to reduce collisions, the application sends the re-
sult to a base station with a .05 probability. To make the
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task run() {

state=Run;

DFT(mic);

if(rand()%100<5)

call SendMsg.send(),

state=Wait;

else

post run(),

state=Ready;

}

task dummy() {

int i,n=rand()%4;

for(i=0;i<n;i++)

DFT(mic);

post dummy();

}

event SendMsg.sendDone(){

post run();

state=Ready;

}

double DFT(int* smp) {

s=c=0;

for(i=0;i<T;i++)

s+=sinV[i]*smp[i],

c+=cosV[i]*smp[i];

return sqrt(s*s+c*c);

}

Figure 5. Abbreviated experimental program

experiment more realistic, we created a dummy task which
simulates other applications running on the same node. We
track the states of a process by recording them in the vari-
able state. A timer interrupt routine is called at every
1/256 sec and samples the state variable. The state sam-
ple data is recorded on the SRAM because the serial flash
is too slow and would affect the sampling. In view of the
small SRAM, we compress the sample data by a run length
encoding algorithm [15].

As one can see from the M̂ matrix (Section 5.2), when
a process is in the Wait state it remains in this state with
95% probability which gives a high compression ratio to
the encoding algorithm. Note that as sampling speed in-
creases so does the probability that a process remains in
its current state. That means, the run length encoding al-
gorithm performs better at high frequency sampling. For
this experiment we configure every node within a radio
communication range of a base station. Because we do not
need multi-hop message forwarding, we turn off the radio
communication channel except when a node is sending a
message. This saves energy which might be consumed by
unnecessary messages.

5.2 DTMC Estimation

The 90 nodes were programmed identically except for
their ids; the ids are used as seed values for a random num-
ber generator. All nodes are initially time synchronized
by a start message from a base station: on receiving the
start message, each node starts executing the code of Fig-
ure 5. A process state is sampled and compressed at the
rate of 256 times per sec. We connected the sampling rou-
tine directly to a timer interrupt so that sampling accuracy
is not compromised by the task scheduling of TinyOS. The
sample data is retrieved from each node one by one. We
aligned the 90 sequences of samples so that they begin at
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Figure 6. Sampled pmf transitions and pmf
transitions of an estimated Markov chain.

the same moment and compute a sequence of estimated
pmfs.

The solid lines of Figure 6 show the transitions of sam-
pled probability distribution. As we have seen in Figure 3,
the jitters are due to small sample population size. From
this sequence of pmf estimations, we estimate a DTMC
A = (S , M̂), where S = {Ready,Run,Wait} and

M̂ =





















0.4691 0.7383 0.0435
0.4827 0.2455 0.0000
0.0482 0.0162 0.9565





















.

The dashed lines of Figure 6 show pmf transitions of the
estimated DTMC A. We plotted the estimated pmf tran-
sition graphs starting from the initial sample pmf. We
applied the goodness of fit test of Section 3.3 to the es-
timated DTMC A and the pmf samples. Our estimated
model passed the test with a significance level of 0.05.

5.3 Performance Evaluation

Figure 7 shows an iLTLChecker description of the
estimated DTMC A and an iLTL specification. The
iLTLChecker has two main blocks: a model block and
a specification block. The model block describes a
DTMC model to be checked. This block begins with the
name of the DTMC (A in this case) followed by a set of
states the DTMC has and finally a Markov transition ma-
trix. The specification block begins with an optional
list of inequalities on expected rewards that will be used in
iLTL specifications. Finally, an iLTL specification is writ-
ten using the list of inequalities as its atomic propositions.
In Figure 7, the inequalities a and b describe whether the
availability of DTMC A is larger than 0.5 and 0.3 respec-
tively. Similarly, the inequality c specifies that the proba-
bility that a process is in the Wait state is larger than 0.27.
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model:

Markov chain A

has states:

{ Ready, Run, Wait},

transits by :

[ .4691, .7383, .0435;

.4827, .2455, .0000;

.0482, .0162, .9565 ]

specification:

a : P[A=Ready] > 0.5,

b : P[A=Ready] > 0.3,

c : P[A=Wait] > 0.27,

d : 8*P[A=Ready] + 8*P[A=Run]

+ 33*P[A=Wait] < 25,

e : 8*P[A=Ready] + 8*P[A=Run]

+ 33*P[A=Wait] > 15

a -> X X [] b # 1.

#<> [] (d /\ e) # 2.

#(˜e) U c # 3.

Figure 7. An iLTLChecker description of the
estimated DTMC model and specifications.

Inequalities d and e are about expected energy consump-
tion levels. From Table 1 we know that if a process is in
the Run state or in the Ready state it consumes 8 mA of
energy and if it is in the Wait state (sending messages)
it consumes 33 mA (25 for radio + 8 for process) of en-
ergy. Thus, e specifies that the expected energy consump-
tion level of a node is larger than 15 mA.

The first iLTL formula a -> X X [] b specifies that if
the availability of the system is larger than 50% then from
two steps onward the availability never goes below 30%.
The model checking result is true: iLTLChecker shows the
following result.

Depth: 40

Result: T

The first line Depth:40 is the maximum number of time
step iLTL needs to search in order to check the specifica-
tion. iLTLChecker shows the depth first before it begins
search. This number gives a hint about the model check-
ing time: if it is too large, one may need to change the
specification. The second line Result:T means that the
DTMC is a model of the specification. In other words, all
pmf transitions of the DTMC A satisfy the specification.

If we slightly modify the specification to a -> X []
b or replace the RHS of the inequality a with 0.45, the
DTMC A does not satisfy the specifications: availability
of 50% now does not guarantee the minimum availabil-
ity of 30% from the next step, and an availability of 45%
now does not guarantee a minimum availability of 30%
beginning from two steps later. The following is the out-
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Figure 8. Availability (top) and expected en-
ergy consumption level (bottom) of A.

put of iLTLChecker for the specification “P[A = Ready] >
0.45→ X X � (P[A = ready] > 0.3)”:

Depth: 40

Result: F

counterexample:

pmf(A(0)): [ 0.461 0.000 0.539]

The second line indicates that the DTMC does not satisfy
the specification and the 4th line shows a counter example:
an initial pmf for the DTMC A that leads to a violation of
the specification.

We can check the result from the first graph of Fig-
ure 8. This graph shows how the availability of the sys-
tem is changing over time from two different initial pmfs:
[0.5, 0, 0.5]T for the solid graph and [0.461, 0, 0.539]T for
the dashed graph. From the red graph, we can see an exam-
ple run that satisfies a -> X X [] b but does not satisfy
a -> X [] b: the availability is less than 0.3 at step 1
but it is always larger than 0.3 from step 2. The green line
shows a counter example of the modified specification: the
availability is less than 0.3 at step 3 and step 4.

The second commented formula <> [] (d ∧ e)
specifies that in the steady state the expected energy con-
sumption level is in between 15 mA and 25 mA. From an
eigenvalue analysis, we can compute that the steady state
pmf of A is x(∞) = [0.34, 0.21, 0.45]T and the expected
energy consumption level in the steady state is 19.2 mA.
Thus, we expect the model checking result to be true; in-
deed, iLTLChecker returns true. The second graph of Fig-
ure 8 shows the transition of expected energy consump-
tion level starting from the counter example of the previ-
ous paragraph.

The third commented specification (¬ e) U c de-
scribes that the probability P[A = Wait] eventually be-
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Figure 9. Expected energy consumption
level and P[A = Wait].

comes larger than 0.27 and while it is less than 0.27 the
expected energy consumption level is less than 15 mA.
iLTLChecker returns true for this statement. However, if
we change the RHS of the inequality c to 0.28 it returns
false with a counter example of [0.72, 0, 0.28]T. We can
immediately check the result at step 0: P[A = Wait] >
0.28 is false and the expected energy consumption level
is 15 mA. In order to check the transitions overtime we
draw Figure 9 from an initial pmf [0.758, 0, 0.242]T. From
the first graph of Figure 9, we can see that P[A(t) =
wait] > 0.27 is true from step 2 onward and the ex-
pected energy is less than 15 mA until step 1. Thus the
original specification of Figure 7 is true. However since
P[A(t) = wait] > 0.28 is true from step 3 onward, the
modified specification is false.

6 Discussion

Our case study suggests that our model estimation and
model checking based performance evaluation methods
may be useful for establishing some aggregate properties
of certain large-scale sensor networks. In fact, we believe
that, given the nature of applications on sensor networks,
many sensor networks will be appropriately modeled as
DTMCs. However, it is possible that there is more than
one application running on a sensor network, or that there
are some boundary conditions causing the behavior of cer-
tain subset of nodes to be different. In this case, we can
model subsets of the sensor network as distinct DTMCs.
We are currently studying methods for extending our spec-
ification logic so that it can specify properties on concur-
rent runs of multiple DTMCs. Such an extension will al-
low us to analyze the subsystems separately and then ag-
gregate or compare their performance. It will also enable

us to evaluate the effects of different initial conditions on
the performance of a system.
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